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ABSTRACT

Control logics, as part of the Industrial Control Systems (ICS), are used to control the
physical processes of the critical infrastructures such as power plants, water, and gas
distribution, etc. Most commonly, the Programmable Logic Controller (PLC) man-
ages these processes through actuators based on information received from sensor
readings. Any safety issues or cyberattacks on these systems may have catastrophic
consequences on human lives and the environment. In an effort to improve the re-
silience and security of control logics, this thesis provides algorithms and tools to
formally define the safety and security requirements w.r.t. the physical processes, and
the industrial domain. Web Ontology Language (OWL) is utilized to create semantic
relationships between the elements of industrial processes and knowledge mapping of
the input and output of the control logic. Description Logic (DL) knowledge bases
derived from OWL allow us to reason about the semantic security and safety concepts
to ensure their consistency. Next, these formal specifications are translated to Timed
Computational Tree Logic (TCTL) queries for the verification of the control logic
modeled in UPPAAL as a network of timed automata (TA). In the second part of the
thesis, boundary conditions are checked to perform a model verification. Boundary
checking is essential in ICS because the sensor’s readings and actuator’s values need
to be within the safe range to ensure secure ICS operation.

For the proof of concept, we have studied a part of an industrial chemical process

vi



to implement our proposed approach. Experimental results in this work proved that
the proposed method detects the inconsistencies in safety and security requirements
and ensures that the input and output variables of the control logic are within a
safe and secure range. The performance study of our implementations shows that
the time grows linearly with the number of axioms in the ontology and the number
of iterations in TA model simulations. Hence, the approach is scalable to have a
practical implementation to help the technicians and engineers to create a safer and

more secure control logic for ICS processes.
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CHAPTER 1:

INTRODUCTION

A host of industries and public utilities use Industrial Control Systems (ICS), such as
programmable logic controllers (PLC), distributed control systems (DCS), supervi-
sory control and data acquisition (SCADA), and safety instrumented systems (SIS) to
monitor and control automation processes and their safe operations. With advances
in information technology (IT), artificial intelligence (AI), and robotics, computer
scientists and engineers continue to develop new ICS applications to improve quality
and efficiency, which are also resulting in more commercial networks using the Inter-
net to extend information sharing for further efficiency. Unfortunately, this elevates
cybersecurity threats and the need for techniques and tools so system designers can
identify and implement more robust security and safety requirements for these critical
systems.

The goal of this research is to design and develop algorithms and tools to improve
the safety and security of ICS, which are complex and highly interconnected software
and hardware systems. These systems are considered critical and essential for the
well-being of society. Hence, any type of issue or cybersecurity threat can result in
significant destruction, affecting millions of people. Considering the seriousness of the
consequences, it is essential to develop an understanding of how to integrate safety

and security requirements into the control software. We answer this question by the



development of a knowledge base (KB) that can serve as a reference ontology for the
requirements of the industrial control software. The formal language-based ontology
inherently supports the automatic validation engine to check the consistencies and
completeness of the specifications. This results in finding issues in the early stage of
the requirement analysis, which is vital in the case of industrial applications because
finding problems in a later stage of the development might have severe consequences.

Contradictory requirements between the safety/real-time properties and security
needs of the system might cause several vulnerabilities in the system. Detecting such
conflicts in early stages increases both the safety and security of the system. That is
why there has been multiple research on identifying conflicts in different requirements
[1, 2, 3]. The main approach of those researches is to use a common representation for
all the requirements so that they can be translated into a formal language to be used in
the validation process. After checking inconsistencies in the requirement specification,
those requirements are to be verified with the implemented system. In the context
of ICS, to check whether the system satisfies the safety and functional requirements,
there are various testing methods [4, 5, 6, 7] that are in practice. Since we are dealing
with the critical applications in ICS, formal verification approaches that are explored
in [8, 9, 10, 10, 11, 12, 13, 14] are more reliable because it exhaustively performs
systematic exploration of the mathematical model that represents the system.

For the formalization of the specifications and requirements, we use Description
Logic (DL) as the mathematical formula, which is a fragment of first-order logic (FOL)
and is part of the knowledge representation formalism family. We will build on the
research [15] that has utilized DL for run time verification to specify the relationship

between different attacks [16], exploring the domain of an specific attack [17], and in-



trusion detection [18]. Our contribution is to propose DL formalism to formulate the
specification of entities and their relationships and design and develop an ontology
that contains the essential information about the processes that the control logic is
ought to manage, and its safety and security requirements. The built ontology acts
as a knowledge base for the requirements verification. Two operational algorithms
have been developed within this approach for defining safety/security concepts and
consistent requirements to create an ICS ontology. Second, DL-reasoner is utilized to
ensure that the requirements and specification rules are consistent before the verifica-
tion of control logic is started. For the model checking process the control logic that
is extracted from the PLC program and modeled as a Timed Automaton (TA), along
with the requirements from the ontology, are translated into Timed Computational
Tree Logic (TCTL), and tested to ensure safety and security properties hold.

In this research, a part of an industrial chemical process was taken to illustrate the
approach. We built a relevant ontology through the detailed analysis of the chemical
process using a popular ontology editor, Protégé [19]. The DL-reasoner Pellet [20]
that is supported by the editor was utilized to check inconsistencies and completeness
of the ontology. We were able to show that the OWL-DL [21] along with Semantic
Web Rule Language (SWRL) [22] rules can be used for the formalization of the
requirements and specification of the chemical process. We automatically transformed
the rules expressed in SWRL into the TCTL queries using temporal operators such
as eventually and globally. The TCTL formula is then input to the UPPAAL [23]
model checker. In UPPAAL, we first model the control logic implemented in the
PLC program with the required additional components for the logic as TA. UPPAAL

is able to check the TCTL properties on a given TA model and provides execution



traces which helps in identifying issues in system logic. Experimental results on
the chemical process show that the proposed method detects inconsistencies in the
requirement specification with ontology and DL-reasoner. Moreover, we were able
to show that the consistent requirements can be then used for further verification of
the control logic with the help of UPPAAL model checker and conversion of TCTL
queries into TCTL formulas.

To summarize, the aim of this thesis is to formalize the safety and security re-
quirement specifications, to check the consistency between them and to exploit that
formalized information for verifying control logic. The research questions of this thesis

are as follows:

1. How to formalize and create the knowledge-base so that the inconsistencies in

the safety and security requirements are automatically detected?

2. How to formally verify and validate control logic to make sure it satisfies its

safety, security and functional requirements?



CHAPTER 2:

CHEMICAL PROCESS UNDER STUDY
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Figure 2.1: Chemical Process

For the proof of concept and throughout the paper, we will use the chemical
process (CE) which is a partially modified version of industrial processes in water
utilities. The selected process has four main components: storage tanks, intake and
outtake pumps, a mixer and a flush as shown in Figure 2.1. The chemical process
primarily involves an irreversible chemical reaction of three liquid reactants producing

one liquid product:

A(liq) + B(lig) + 2C(liq) = G(liq)

In this process, the mixing reactor receives materials from three supply tanks



(Tankl, Tank2, and Tank3) through the pumps (IntakePumpl, IntakePump?2, In-
takePump3). Each intake pump has a rate of 2 liters per second and the outtake
pump has a rate of 3 liters per second. First, IntakePumpl pumps 4 liters of chemi-
cal A from Tankl to the Mixer. It is followed by the transfer of 4 liters of chemical
B from Tank2 and 8 liters of chemical C from Tank3. The mixer starts to run im-
mediately with IntakePump2 and IntakePump3. The ingredients are then mixed for
4 seconds before being transferred to an idle product storage tank with the help of
the pump QuttakePump. The user input RunProcess starts and pauses the chemical
process, whereas the EmergencyStop switch resets the system and runs the emergency
flush valve for 5 seconds.

For this process, the supply of chemicals for the chemical reaction must be main-
tained by filling the input tanks. Chemicals are supplied to the tank based on their
usage, where a certain threshold is set to fill the tank, so that it does not run empty.
A few of the safety constraints for chemical processes are discussed below along with

its implications.

1. The mixer should not run if chemicals are not present

e Running an empty mixer causes higher temperature in the mixer, which

might eventually lead to an explosion
2. All three intake pumps should not run simultaneously
e More flow-rate on pipe P4 might cause a pipe to burst
3. In the mixing reactor the chemical A should not be more than 6 liters

e The reaction generates more heat, causing a breakdown of the mixer



4. Mixer and OuttakePump should not run at the same time

e Useless final product



CHAPTER 3:

BACKGROUND AND RELATED WORKS

ICS has been isolated from external networks for years, so the verification and testing
were more focused on the functional specifications and safety requirements. How-
ever, with the advent of Industry 3.0 and now 4.0 [24], the need for real-time data
from Operational Technology (OT) has left us with no option other than connecting
critical infrastructures to the Internet. With increased openness and complexity of
the system, it has become more vulnerable to threats from both insider and external
adversaries. The vulnerabilities reported in ICS have increased tenfold from 2010 to
2017 [25]. Not surprisingly, the number of attacks has also risen up significantly as
discussed in the report [26]. As mentioned in the paper, the most prevalent weakness
in the industry is the weak boundary protection between enterprise networks and ICS.
After getting access to the system, attackers maliciously modify the values of the PLC
variables to control and vandalize the infrastructure. Due to the rapid integration
of IT and OT, there is a clear separation of knowledge in IT and OT systems [26].
In some of the literature, it is also mentioned that in certain aspects of the system,
personnel from different domains view other parts of ICS as black boxes. So, this gap
not only exists between I'T and OT, but also inside the OT domains. Therefore, we
can clearly say that there is a knowledge gap between Information Technology (IT)

and OT although their cooperation is vital for a resilient 1CS.



10

Due to this gap in IT security and OT operations, there could be conflicts in
security and safety requirements and functional specifications. Thus, we need to have
a mechanism to check consistency between the requirements and to verify that the
control logic satisfies these requirements. The rest of this chapter provides a detailed
review of different approaches applied in checking the consistency of the requirements

and using those in the verification of control logic.

3.1 Formal Verification of Specifications
While verifying and validating control logic implemented in ICS, it is essential to have
consistent and complete requirements. Consistent requirements are those safety and
security requirements that are not in conflict with each other.

Consistency checking of requirement specifications is not a new idea. Heitmeyer
et al. in [1], described an automatic consistency checking technique of requirement
specifications. The method explained in the paper is specifically designed to check the
consistency of the requirements expressed in Software Cost Reduction (SCR) tabular
notation. The tabular details are modeled in Finite State Automaton (FSA) for
further verification. Li et al. in [2] argued that Unified Modeling Language (UML)
models are mostly used for consistency checking in software engineeing rather than
SCR model, so, they proposed a formal logical way to check requirements modeled
on UML. Although UML provides good support for specifying requirements, it does
not inherently support logic inference for checking models. Also, some subsets of
UML that support model checking suffer from undecidability in reasoning [27]. The
ontology based approach on the other hand uses DL, that support logic inference
for detecting conflicts between statements. Also, DL is a decidable fragment of the

First-Order Logic (FOL), so it is decidable most of the time.
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Not only in software engineering, consistency checking of specifications has been
explored in other areas as well. Kamsu-Foguem et al. [3] proposed a conceptual
graph-based framework for formally checking the compliance of construction build-
ings to verify that they satisfy certain standards or regulations. In this paper, the
author modeled the building requirements and facts about building information in a
conceptual graph using a graph-based visual tool called CoGui [28]. Using the tool,
which utilizes subsumption relations between the conceptual graph for reasoning [29],
the modeled graph is then reasoned and validated for compliance checking.

Although this approach of automatically checking the consistency of requirements
specifications has been used in many areas, we did not find similar research that is
focused on ICS. Therefore, we propose a new formal ontology-based method to check
the consistency between requirements using the popular DL-based reasoner. For this
approach, we need to build an ICS ontology with safety and security components.
After building an ontology, it can be used not only for checking conflicts, but also for

verifying control logic.

3.2 Verifying and Testing Control Logic
In this section, we first review the existing methodologies that are used to test the
control logic in PLC software. Functional testing of control logic modules, with man-
ually generated input test cases, is the technique most commonly used in industrial
process control applications [4, 5]. Test cases are designed based on prior safety and
security failure experiences, reports, and the tester’s expertise [6]. While these types
of test-case driven approaches are easy to implement, they lack complete testing of
PLC logic and there is a high possibility of missing crucial program flaws that have

not been discovered previously [4, 30]. In order to overcome this issue and to auto-
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matically test the dynamic behavior of PLC, simulation-based tools are used.

Lee et al. developed a simulation-based testing environment [6] considering the
characteristics of safety-critical PLC systems like scan-cycle, CPU architecture, and
a memory map of PLC microprocessors. To precisely emulate the PLC software be-
havior and to check if the correct output is generated based on the specific program
input and internal states of the program, the author introduced a software testbed
that captures both the internal and external conditions of the PLC scan cycle. An-
other simulation-based tool, SIVAT [7] translates Function Block Diagram (FBD)
into C and performs functional testing. Even though these simulation-based tools
and simulators [31, 32] allow testing for specific scenarios in a controlled environment
that specifies runtime contexts, it is not under their scope to test for unknown attacks
and failures.

To overcome the weaknesses of manual and simulation-based testing, researchers
have used a formal verification approach to increase the quality of the safety-critical
PLC program by detecting more faults [8, 9, 10, 10, 11]. After the early effort of
Palshikar and Nori [33] to use temporal logic to formally model the PLC program,
many researchers have relied on formal methods for validation and verification of the
PLC software.

Rausch and Krogh [12] presented an approach to translate the PLC program logic
into symbolic model verification (SMV) modules and specifications into Computa-
tional Tree Logic (CTL), which is further verified using the SMV engine. Similarly,
Soliman et al. in [13], translated the PLC Function Block (FB) program into the UP-
PAAL [23] TA model to formally verify the safety requirements formalized in tempo-

ral logic. This approach of abstractly making models of the system and exhaustively
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checking it for safety issues is great if all the given requirements and specifications are
complete and consistent. Moreover, the models created are more specific to the be-
havior of the controller program, and hence it fails to address the causal relationship
of the program and other components in ICS. On the contrary, our research utilizes
a knowledge base that provides the components involved in the ICS and the relation-
ship between them. Thus, it ensures that the controller’s program is in agreement

with the other components of the system.
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CHAPTER 4:

METHODOLOGY

This section provides a general overview and the motivation of our proposed method-
ology to verify that the PLC program logic satisfy the required safety and security

properties. The overall outline of the methodology is as shown in Figure 4.1.

Ontology
PLC Program
oooooooooooooooooooooooooooooooo .r/,- -H\\
. T ( Safety/Security Concepts and \
. Test and Analysis Framework .
Caontrol Logic : Iy . Reqguirements &
- ~ . : : s 3 System
‘ Formal Maodel -, Model Checker Ontology Editor P > | PLC Program | Components &
\ (TA) : (UPPAAL) (Protége, OWL-API) L Concepts 4 ) Relations 5]
systai Model Requirements/Rules | Boundary Conditions g |

"as sz s oa s w8 ow

Madel Checking

+ Consistency Checking
FEPYRTTTTTY. . ! [Reasoner Le. Pellat)

Figure 4.1: An overview of the proposed approach

In the first section of the methodology, an ontology that is based on DL is designed
and developed. The proposed ontology is designed to include 1- safety/security con-
cepts and requirements, 2- system components involved in the control logic, 3- several
boundary values and conditions, and 4- PLC program concepts. With the help of on-

tology reasoner, we check for consistency and completeness of the requirements and
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specifications.

In the second part of the proposed approach, the control logic and each of the
components in the processes that are managed by the controller are modeled utilizing
a formal modeling language. The translated model of the control logic is then used
in the model checker.

Finally, having the formal model and ontology of the requirements, the verifica-
tion is carried out. The requirements that are consistent and complete given by the
ontology are translated into the model checker’s requirements language, and then
the model is checked against those requirements via model checking. The details of
implementation are discussed further in this section.

Why Ontology? In many previous works, the requirements are translated into
automata which are checked for consistency using model checking [34], or the re-
quirements specifications are modeled in first-order logic and then verified using SM'T-
Solver for consistency [35]. These approaches do not scale to large sets of requirements
and it also does not consider the system model in consideration. On the other hand,
an ontology is scalable and considers the system model and specifications in the anal-
ysis. It is expressive enough to represent most of the ICS requirements. For the
consistency checking, we don’t have to transform it to other forms of logic because
the reasoners like Hermit, Pellet, etc. are available for the DL based ontology.

Why Model Checking? Model checking [36] is a formal method, where a
desired behavioural property is verified against a system model through a symbolic
exploration of the system’s state space. The main advantage of model checking is
that unlike other approaches like logic and theorem proving, it doesn’t require user’s

supervision and expertise in mathematical disciplines because it is fully automatic
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[37]. In addition to that, if the model fails to satisfy the desired property, it helps in
debugging by providing a counterexample, an execution of system’s model violating
the property [38].

PLC Program Concepts
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Figure 4.2: Safety, security and PLC program ontology

4.1 Ontology

In order to build the ontology in Figure 4.2, detailed information about the industrial
processes that is under study is required. That domain knowledge is first formalized
based on the formal language, Web Ontology Language (OWL)-DL [21] and then it is
added to a knowledge base. OWL-DL has a rich tool set available for creating/editing
an ontology while being able to check the consistencies of its components. In addition
to that, it is also decidable with maximum expressiveness [39)].

In OWL, class has a similar meaning as concept in Description Logic (DL) and

property represents role. As depicted in Figure 4.3, the first step in implementing
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»Determine Scope  » » Define Classes Define Properties Define Constraints Create Instances
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Domain and Focus Companents

Figure 4.3: Ontology building steps

| | System Knowledge (Class Definition) | Formal Definition (DL) |

1 Pump is a component Pump C Component

2 Flush is a pump Flush © Pump

3 IntakePump is a pump IntakePump C Pump
4 PLC is a controller PLC C Controller

5 Chemical is a material Chemical C Material

6 | IntakeTank and InputTank are same | IntakeTank = InputTank

Table 4.1: Hierarchical class definition of ICS components in DL

the ontology starts with defining the Safety, security, and control logic classes and
their constraints and restrictions (Terminology Boxes (TBoxes)). Next, we create
instances of those classes, which are also called Assertion Boxes (ABoxes). Thus, the
knowledge base (KB) is basically a pair (T, A), where T is a T Box and A is an ABozx.
The rest of this section explains the building blocks of mapping the control logic and

the safety and security requirements of the industrial control process.

4.1.1 System Design and Processes Ontology

Using DL, components are defined as a hierarchical class with the help of the sub-

sumption relation. For example, Table 4.1 shows the subsumption relations between

the classes of a chemical process plant. Subsumption (C) and Definition or Equiva-

lence (=) are two main relation operators that are used for defining classes.
Similarly, after defining the required components as a class, we need to define

the relation and data properties of those classes. Relations describe the relationship

between the components and the data property explains and assigns a literal value
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| | System Knowledge (Relation and Attribute) | Formal Definition (DL)
1 Pump pumps out material pumpsOut(Pump, Material)
Tank contains material containsMaterial(Tank, Material)
3 Tank has capacity of 20 liters hasCapacity(Tank, 20)

Table 4.2: Relation and attribute definition of ICS components in DL

to an entity. The relationship can be formalized as adding them as a role that relates
to two individuals, which is also called object properties in OWL. The properties of
components, i.e., speed, power, etc., can be formally defined as data type properties.
The data properties can be variables of data type int, float, etc. These variables
can have values that are either constant, selectable, or continuous. If the value is
Constant(x) then a fixed value of x should be given. If the value is a Selectable(x)
then x is a set of values that specify possible selection options. If the value is a
Continuous(x) then x should specify the range that is acceptable. As we can see in
Table 4.2, pumpsOut relation property describes the relationship between the Pump
and the Material. Similarly, hasCapacity is a data property and it relates between

the class tank and the literal integer value 20.

4.1.2 Safety and Security Ontology

To develop a safe system, we first need to analyze the hazards and the corresponding
requirements at the system level. In our ontology, safety concepts are defined based
on two groups of hazard analysis techniques; failure-based and system-based [40].
Failure-based methods focus on the effect of single component failures, i.e. fault
tree analysis (FTA), whereas system-based methods are based on detailed analysis of
the system design and the system parameters. Based on the hazard analysis, safety

requirements are generated.
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Safety requirements can be added to the ontology as constraints. Constraints are
formulated as necessary and sufficient conditions for a member to belong to a class.
In DL, these conditions are Boolean combinations of properties required for a class
or relationships with other members and their properties. For example, the safety

property input tank should only contain input materials.

InputTank(tl) = Tank(t1) N YcontainsMaterial(t1, m1) N Input M aterial(ml)

which uses the class names Tank and InputMaterial and the object property con-
tainsMaterial as well as a class conjunction (MM). We can also express cardinality
constraints where we can limit the number of entities that belongs to a certain class.

For example, a tank that can only contain one material can be formalized as follows:

Tank(tl) 1 <1 containsMaterial(t1,m1) 1 Material(m1)

The security ontology contains security concepts specific to ICS. The sources to
these general concepts are the ICS security experts, published work, previous attack
reports, etc. The general security concepts can be formally defined in DL as sub-
sumption relations. For example, the concepts such as ”"Input validation attack is
an attack” and ”Buffer overflow is an input validation attack” can be formalized as

follows.

InputValidation Attack T Attack

Buf ferOver flow C InputValidationAttack
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Even more complex concepts like ”Override switch can be remotely manipulated

so it is an attack vector” can be formalized as

RemoteControlSwitch(sl) = Switch(s1) M VhasRemoteControl(sl)
RemoteControl Switch T AttackVector
OverrideSwitch T RemoteControlSwitch

OverrideSwitch C AttackVector (inferred)

where the fourth logical statement is inferred by the previous three statements.

4.1.3 Semantic Web Rule Language
Constraints and requirements in ontology can also be represented with another subset
of predicate logic with efficient proof systems, called horn logic [41]. Horn logic rules
also called horn-clauses are used in ontology to provide more dynamism to the DL
based ontology. SWRL [22] is the rule language that includes an abstract syntax for
horn-like rules.

For example, the following security requirement: ”The emergency stop switch can
only be enabled by the authorized user. The user is authorized if the user is logged in

and 1s in the allowed user group admin.” can be expressed as

isEnabled( EmergencyStop, true) A isEnabled By( EmergencyStop, userl)

NisLoggedIn(userl,true) A isAdmin(userl,true)

Similarly, the safety requirement ”If the chemical tank is empty, no intake pumps

should run.” can be expressed as
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sensor Reading(s1,0) ANisEmpty(sl, true) AisRunning(cl, false) A Intake Pump(cl)

4.1.4 Reasoning in Ontology

Consistency Checking

An ontology is inconsistent if there exists an instance of either class or a property con-
tradicts an axiom of the ontology. If there is a logical contradiction in an ontology, the
ontology becomes meaningless, it’s because we can derive any kind of statement from
a set of logical axioms that contradicts each other [42]. Formally, an ontology is said
to be inconsistent if an axiom in the ontology is unsatisfiable. For example: the asser-
tions, { EmergencyFlush: Pump, EmergencyFlush: Variable} causes inconsistency in
the ontology, because the name is considered unique in ontology. Hence, an ontology
model, M ¥ (EmergencyFlush : Pump A EmergencyFlush : Variable). Also, lets
consider the clauses, ”OuttakePump is running” i.e. sl = isRunning(OuttakePump,
1) and ”OuttakePump is not running” i.e. s2 = isRunning(OuttakePump, 0), hence

M ¥ (s1 A s2).

Specification Completeness

This can be achieved by checking the completeness of the ontology. The ontology
is complete if every clause belongs to some statements and every instance of the
lexical elements has related links to some statements. For example: The following
security requirement “To enable overwrite switch, the user should be logged in.” i.e.

LoggedInU ser(userl) AswitchAccess(userl, true) AenableSwitch(true, userl). This
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cannot be complete if there are assertion User(userl), and axiom LoggedInUser C

User not present in the ontology.

4.2 Model Checking

In model checking, systems are modeled by finite-state machines, and properties are
written in propositional temporal logic. The verification procedure is an exhaustive
search of the state space of the design model. The model checking framework we
are exploring is [43] in which the system descriptions are specified in TA, while the
requirement specifications in TCTL formulas. The TCTL model-checking problem is
P-SPACE complete [44]. In the following section, we give the formal definitions of
TA and TCTL.

4.2.1 Timed Automaton

TA [43] [45] is an extension to a finite automaton with a finite set of real-valued
variables called clocks to specify constraints of time between two events. If X = {xy,
Tg, ..., Tp} is a finite set of clocks, then a clock valuation is a mapping v: X € R¥
and ¢(X) represents the set of formulas called clock constraints. For example, Figure
4.4 shows a basic timed automaton with clock variables x and y. One of the possible

runs of this automaton is

(lo, (0,0)) 5 (lo, (4.1,4.1)) = (11, (4.1,0)) 25 (11, (5.3,3.7)) — (Ia, (5.3,3.7))
where (I, (5.3, 3.7)) means that the value of clock variable x is 5.3 and y is 3.7

at location [5.

A TA is a tuple A(L, Ly, X, X, I, E), where L is a finite set of locations, Ly € L
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X ==4 y= x==T,y>=13
fy I I >

Figure 4.4: Timed Automaton

is a set of initial locations, Y is a finite set of labels, X is a finite set of clocks, I is
a mapping that labels each location [ with some clock constraint in ¢(X) and E is
a finite set of edges of form e = (I, v, a, x, '), with [, I’ € L the source and target
states, v is a conjunction of atomic constraints on X, called guard, « is a label for
discrete actions or a time delay and z € X is a set of clocks to be reset upon crossing

the edge.

Clock

A finite set of real clock variables used for the specification of quantitative time
constraints which is associated with transitions. A clock is a variable that ranges
over R, the set of nonnegative reals. All clock variables in the timed automaton

advance simultaneously.

States

A state of A is a pair of (I, v) where [ € L is a discrete state i.e. location, and v is a

set of all clock interpretations for X that satisfies I(/). The initial state of A is sy =
(l07 0)
Transitions

Let us consider a state s = (I,v). The discrete transition of A, that is, (I,v) = (I',v'),

occurs if the edge e = (I, v, «, , '), such that v F v and v' = v[reset(e)], where
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reset(e) represents the clock assignment that maps all clocks in x to 0. The time
transition of A ie. ([,v) LN (l,v 4 0), occurs if (v + 9 F I(l)) and § € R. Time
transition and discrete transition can also be written as s 2 s+ 0 and s+ 6 % &

respectively.

Runs

. . o 5 5
A run of A from state s is a finite or infinite sequence r = $1 — $1 +01 — So —> o

+0y 2 .., where s; = s for all i = 1,2, ..., s;+0; is time transition of s; and s; + 1

is the discrete transition of s;49;.

Reachable States

A state s is reachable if there exists a finite run sy o, So +0g ... Sk 2, s, where so=(lo

0) is the initial state and k € N.

4.2.2 Timed Computational Tree Logic
The finite state systems are modeled by labeled state transition graph called Kripke
Structures. a Kripke structure is a triple M = (S, R, L), where, S is a set of states,
R C S x S is a transition relation, and L: S — P(AP) is the set of atomic proposition
(AP) true in each state. The structure can be unwound into an infinite tree with the
initial state as the root. The path in M is an infinite sequence of states, m = sg, s1,
... such that for i > 0, (s;, s;41) € R.

In the design of the model checking tool, there are choices of the temporal language
that are used to specify properties.The two types of temporal property specification
languages are differentiated by their underlying model of time, Linear Temporal Logic

(LTL) and CTL. In LTL, each moment in time has a unique possible future. i.e.
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the operators provided are for describing the events along a single computational
path. However, in branching time logic we can have a single moment of time split
into multiple possible futures. TCTL is a timed extension of CTL logic which is
branching-time logic, where the bound of a temporal operator is given as a pair of a
lower bound and an upper bound.

TCTL formulas can be inductively defined via the following production rule.

¢ =true|p|-p|o|oVe|EpUig] | AlpUrd]

where, p is a set of atomic formulas, A and E are the universal and existential
path quantifiers, respectively. U(Until) is a temporal operator, and I represents any
one of the relational operators (=, <, <). We can define many properties that uses
7 Always” (O or G), or "Eventually” (O or F) temporal operators based on the set
of operators presented by the production rule. Given the finite state model M with
an initial state sg, the TCTL formula ¢ is satisfied by the model can be formally
expressed as (M, sg) E ¢. For example: If p and q are the local atomic formula, then,

Invariance: so F A Gpp3) p, implies that p is true for all possible path in future
between the states sgio and sg.3, shown in Figure 4.5a.

Bounded response time: so F A G (p — A F<4 q), implies that for all paths, it
is always a case that once p holds, ¢ eventually holds within 4 time units, shown in

Figure 4.5b.

4.3 Transformation to TCTL

There has been some work to translate specifications in ontology into the TCTL using

the specification pattern system (SPS), which is a set of recurring patterns of func-
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q

(a) S0 FA G[Q}g} p (b) AG (p — A Fs4 q)

Figure 4.5: TCTL Properties

tional and timing requirements [46]. In this work, for simplicity, we only consider the
conversion of requirements represented in SWRL rules. The main reason for this con-
version is that we need to verify the requirements using a model checker that supports
temporal logic. The advantages of this conversion is that the requirements/properties
that are generated for checking are consistent with the overall specifications and other
requirements. It is important because model checking can be time and resource con-
suming, so, the properties we are checking should be consistent and complete which
in this case is ensured by ontology.

Algorithm 1 shows the generation of temporal formula in TCTL. The input to
these algorithms are the collections of the requirements and constraints from the
ontology, i.e. horn clauses of DL concepts. For example: ”A mazimum overflow
of chemicals, can cause pipe burst. So, we need to always ensure that the material
flowing through the pipe is less than the threshold”, can be represented in horn-like

clauses as

hasFlowrate(pl, fr) A flowThreshold(pl,th) A fr < th

where hasFlowrate and flowThreshold are data properties in the ontology that relates
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pipel(pl) with certain integer literal value fr and th respectively.

The algorithm first, split the clause to the collection of literals. Then, each lit-
eral is looked at into a mapping file that contains the relation between data/object
properties in the ontology and the model template of the model checker (MapOntol-
ogyToModelChecker). For example: in the above example, the hasFlowRate(pl, fr)
would be pl.flowrate=fr in the model checker. Then, the final task is to add tempo-
ral operators ( A, E,0,¢0 ). In our case, for simplicity, we have limited the number
of temporal operators to use, but the algorithm can be extended to support more

temporal operators. The output of this algorithm is a set of TCTL formulas. i.e. EQ

(p— q).

Algorithm 1 Translation of horn-like clauses to TCTL

1: Get all rules
2: for rule in rules(ry,r9,...,7,) do
3: literals < getLiterals(rule);
q < getHead(rule);
for [ in literals do
pArr < MapOntologyToModelChecker(1);
end for
p <« joinLiterals(pArr);
tctl < addTemporalOperators(tctl);
10: tetls[0, 1, ..i] « EO (p — q);
11: end for
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CHAPTER 5:

CASE STUDY

For the proof of concept, we take an industrial OT process as we have discussed in
chapter 2. We used Velocio PLC [47] to implement the control logic of the chemical
process. Velocio uses ladder logic and flow chart language for programming. We use
Protégé to create an ontology with essential classes, individuals, properties, and re-
lationship axioms. Protégé uses OWL for creating an ontology. For the requirements
and constraints, the SWRL rules are added to the ontology. A Pellet[20] reasoner
that works with the ontology is used to infer knowledge based on the existing in-
formation on the ontology and to check the consistency of the ontology. The logic
of the PLC program is modeled in TA of the UPPAAL model checker [23]. Then,
the requirements from the ontology are translated into UPPAAL queries for further
model verification.

The rest of this section provides a brief introduction on how we built the ontology
for detecting the conflict in requirements, the UPPAAL model of the PLC program

control logic, and the verification of the properties done using UPPAAL Verifier.

5.1 Ontology with Protégé and OWL-API

Due to the popularity of OWL in the semantic web, a lot of tools are available for

editing and building an ontology. Protégé is one of the tools that is open-source and



29

’ ‘ Information and Specifications ‘ DL Equivalent (Ontology)
1 OuttakePump is a Pump OuttakePump C Pump
2 Pump is a Component Pump £ Component
3 Mixer should run for 11 seconds MixerO 1 3 shouldRunFor.11
4 | IntakePumpl should run before Mixer | IntakePumpl C 3 shouldRunBefore.Mixer
) IntakePump?2 is running IntakePump2 C isRunning.True

Table 5.1: Class and Property definitions

contains a reasoning and inference engine that supports the validation and verification
of DL queries. To build an ontology, we used Protégé as a GUI tool and OWL-API
[48] for automating ontology access, i.e update, delete. The OWL-APT is a Java API
implementation for creating, manipulating, and serialising OWL ontologies. To guide
our ontology building process, we followed the guide [49] provided by Protégé.

In Protégé, we can create the hierarchical classes, define object properties and
their relationship with individual classes, and add data properties that assign a literal
value to class individuals. At first, we built an ontology of the components and the
properties involved in the chemical process. Table 5.1 depicts examples of information
that are used to build the ontology. In addition, the requirements and constraints are

added through the SWRL queries in Protégé.

5.1.1 Safety and Security Ontology

To create the safety and security ontology, we browsed research articles and journals
and noted some important security/safety concepts pertinent to PLC and ICS in
general. The remaining part of this section provides the formalism of some of the

examples of safety /security requirements and concepts we have used.
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Security Requirements

If there are instantiated objects or variables in the PLC program, an attacker can
gain access to the system with minimal effort by insertion [50]. Therefore, the se-
curity requirement for this case would be "Do not leave unused variable in the PLC
program.”. In the PLC program, each variable is either assigned to input/output
components or used in the program for temporary operation, if the variable does
not affect the control logic they are unused variables and are vulnerable to attack
through immediate insertion. These types of inferences are automatically done by
the DL-reasoner based on the already added information.

Hardcoded numeric values in PLC programs can be vulnerable to attack by al-
lowing the number to be changed directly [50]. The security requirement for this
case could be "Awoid using hardcoded numeric values in PLC programs.”. These

requirements are added to the ontology as follows:

hasValue(Variable, Value)
HardcodedV alue T Value
isVulnerableT o( HardcodedV alue, InputV alidation Attack)

InputValidationAttack T SecurityAttack

Safety Requirements

One of the safety requirements for the chemical process is "All three input tanks
should not be running at the same time.”. The main reason is that P4 in Figure 2.1
has a threshold flow rate of 6 liters per second, so running all together will exceed

the threshold, which could cause serious accidents by pipe burst. Another important
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safety constraint is that if the mixer is running empty, it increases the temperature of
the mixer abruptly, that might eventually lead to an explosion. This can be written

as "The mizer should not run if the chemicals are not present.”.

5.1.2 Detecting Inconsistencies

One of the main reasons for formalizing specifications and requirements in DL-based
ontology is that it provides automatic classification and inconsistency checking. For
example, in the chemical process, we have the following set of requirements: (1)
"Users must be logged in to enable/disable switch.” (security) (2) ”Login requires at
least a minute to complete.” (specification) (3) ”In case of emergency, EmergencyStop
switch should be enabled within 30 seconds.” (safety). Here, we can see that the
requirements are clearly inconsistent because a loggedin user requires more than 30
seconds to disable the emergency stop switch, which needs to be disabled within 30

seconds. The above requirements are added to the ontology as:

LoggedInUser C isLoggedIn value ‘true’
canEnableSwitch(Domain : LoggedInUser, Range : LRSwitch)
time RequiredToLogin(?u,?t) ANt >= 60 — LoggedInU ser(?u)
LRSwitch(?s) A enableSwitchWithin(?s,7t1) A LoggedInU ser(7u)A

timeRequiredToLogin(?u, 7t2) A tl <= t2 — Violation(R1)

After adding these rules and specifications, the reasoner is synchronized in Protege
to see if there are inconsistencies or violations. We can see (Figure 5.1) that there is a

violation caused by the rules we have added. It can also be noticed that the reasoner
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also provides the reason for the violation.

Explanation 1 Display laconic explanation
Explanation for: R1 Type Violation
EmergencyStop enableSwitchWithin "30"AAxsd:int ALL
Bob timeRequiredToLogin "70"AAxsd:int ALL
User(?u), timeRequiredTologin(?u, 7¢), greaterThanOrEqual(?t, 60) - > isLoggedin(?u, true) ALL
Bob Type User NO
EmergencyStop Type LRSwitch ALL
LoggedInUser EquivalentTo User and (isLoggedn value true) ALL

LRSwitch(?s), enableSwitchWithin(?s, 7t1), LoggedInUser(?u), timeRequiredToLogin(?u, ?t2), lessThanOrEqual(?t1, ?t2) Violation(R1) ' ALL

Figure 5.1: Checking requirement inconsistency (Protege)

5.2 Model Checking with UPPAAL
UPPAAL is a toolbox for verification of real-time systems. In UPPAAL, the sys-
tem is modeled in the network of TA, while the requirements are formalized into
UPPAAL’s query language which is a subset of TCTL. UPPAAL extends timed au-
tomata with various other features like templates, synchronizations, urgent locations

and expressions like guard, invariant [51].

chan &c TFlag, chan & g

idle running

componentTFlag?

componentFFlag?

100000

(a) Component Model (b) Tank Refill Model (c) Userinput

GlobalStop?

Figure 5.2: UPPAAL model template

In our case study, i.e. chemical process, the intake pumps, outtake pump, mixer,
and flush act in a same way as a timed automaton model. Thus, we created a

template that is called component as shown in Fig. 5.2a. The component template
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A<100 or EmergencyStop?

B < 100 or
C <100

EmergencyStop?

R
RunintakePump1!
A

) t>=2
| ==
TankRefill O clogé‘ﬁ%%%?ess % StoplIntakePump1!

@ ahd ) A=A

¢ mergencyFlag==0
[ unintakePump?2!

RunintakePump3!
t=0
EmergencyStop?

di1 Emeraoon? EmergencyStop? RunMixer!

@) ] p?
EmergencyStop? EmergencyStop?
t>=15 t>=4
StopOuttakePump! StoplntakePump?2!

dio =B-2

C‘\ RunOuttakePump! 3 t>=10 t>=6

& StopMixer! @ StoplntakePump3!
=C-4
Figure 5.3: Overall chemical process
E2
NoEmergencyStop?

EmergencyStop?

rgencyFlag=1

emergencyFlag=0

NoEmergencyStop!

Figure 5.4: Emergency case

has two states {idle, running}. These states can be changed using the

RunEmergencyFlush!

t>=5
mergencyFlag=1
topEmergencyFlush!

variables

which is parameter to the template. This template can be initialized to create each

component by creating an object in UPPAAL’s system declarations as:

intakePump1 = Component(RuniIntakePumpl, StopIntakePumpl),

intakePump2
intake Pump3

mizer = Component(RunMizer, StopMizer),

= Component(RunIntakePump?2, StopIntakePump?2),

= Component(RunIntakePump3, StopIntakePump3),
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outtakePump = Component(RunOuttakePump, StopOuttakePump),
emergencyFlush = Component(RunEmergencyFlush,StopEmergencyFlush,).

Editor  Simulator ~ ConcreteSimulator  Verifier

Overview

E<> emergencyFlush.running and intakePumpl.running
E<> intakePump3.running and intakePumpl.running and inta... @ Check
E<> outtakePump.running

E<> intakePumpl.running and intakePump2.running and inta...

Get Trace

Query
‘E<> intakePumpl.running and intakePump2.running and intakePump3.running ‘

Comment
‘There exists a path where intakePumpl, intakePump2, intakePump3 all are running.‘

Status

KESIOent/Virtual Memory Usage peaks: 53,Z04Kb | 54,Z20,904KB.
Property is not satisfied.

Figure 5.5: Requirement verification on UPPAAL (R2)

One of the specifications of the chemical process is that if the chemicals in all
chemical tanks are less than 100 gallons, then it needs to be refilled soon. It is
modeled in UPPAAL as shown in Figure 5.2b.

As we mentioned in the previous section, the requirement ”All three pumps should

not run at the same time.” is formalized in SWRL rules as

isRunning(intake Pumpl, true) A isRunning(intake Pump2, true)A

is Running(intake Pump3, true) — Violation(R2)

If there is a case where these three pumps are running simultaneously, then its
violation of the rule. This rule is translated to TCTL queries with the algorithm (1)
implemented in Java. The translation gives us the TCTL formula for the UPPAAL

model checker. The translated formula is
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E <> intake Pumpl.running and intake Pump2.running and intake Pump3.running

This formula asks the model checker if there exists a path where all three pumps
are running. We ran this query on our model in UPPAAL Verifier and this property

is not satisfied (Figure 5.5). Similarly, following the SWRL rule,

contains Amount(Chemical_A, 7am) N\ am < 0 A isRunning(intakepumpl, true)

— Violation(R3)

Editor ~ Simulator = ConcreteSimulator  Verifier

Overview

E<> emergencyFlush.running and intakePumpl....
E<> mixer.running and intakePumpl.running
E<> mixer.running and intakePump2.running

Check

Get Trace

E<> A<=0 and intakePumpl.running

Query
‘E<> A<=0 and intakePumpl.running ‘

Comment
‘The intakepump should not be running empty.| ‘

av

Status

‘Property is not satisfied. ‘

Figure 5.6: Requirement verification on UPPAAL (R3)

This rule says that the intakepump1 should not be running in an empty condition.
That is, there should be some chemicals present in the corresponding input tank. This

requirement is translated to TCTL query as

E <> A <=0 and intake Pumpl.running
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We checked this TCTL property to the model in UPPAAL (Figure 5.6). The
result shows that the property is not satisfied, that means, there are no paths in
the model execution, where the intakepumpl will be running empty. In this way,
we can guarantee that the safety and security policies are not violated by the PLC
control program. The policies that are being checked are ensured to be consistent
and complete by the reasoner.

For this experiment, an ontology with a total of 313 logical axioms was built. The
total time for checking consistency was on average 80 ms. The transformation of the
five SWRL rules took 780 ms on average, and then the model checking took nearly 3
seconds for each of our specific requirements. This experiment was performed on 2.4
GHz Quad-Core Intel Core i5 MacBook Pro with 16 GB of RAM. The total time taken
for the process increases as we increase the size of the ontology and the complications
in the TA model. If we increase the size of the ontology with greater numbers of logical
axioms, the reasoner will take more time for automatic classification and detecting
inconsistencies. The time taken increases linearly with the axiom count as shown in
the Figure 5.7. We can find a detailed empirical analysis by Dalwadi et al. on [52].
Similarly, model checking can also run into undefined states because of its state space

explosion problem as the model becomes complicated.
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CHAPTER 6:

CONCLUSION AND FUTURE WORK

The first part of this thesis presented an approach to verify the PLC control logic
using an ontology. The ontological knowledge base is built using OWL with the
help of OWL-API. A DL-based reasoner is used to check consistency between the
requirements added into the ontology. The created ontology is used to verify whether
the control logic violates the requirements added in the ontology.

This research, however, is subject to several limitations. The first is that we need
to extract the control logic from the PLC program and then that logic is translated
into another language. Manual logic extraction and translation might help to identify
several issues that were not evident before in the original PLC program. However, it
is a lossy process, so, future work could be to automate this. The second limitation is
that the algorithm presented in this paper to translate requirements in DL or SWRL
rules to TCTL queries works only for specific cases. And finally, the third limitation is
that while creating ontology and formalizing requirements, domain expert knowledge
is required.

In the future work, we will extend the element of concept in DL to represent
hazard scenarios, and security gaps that will result in loss, denial, and manipulation.
Instances are elements belonging to a concept and roles are binary relations between

two concepts. Based on the DL formalism, we will build a safety and security on-
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tology, that is, a knowledge representation over a set of concepts within a domain
and the relationship between them. In order to construct the ontology, we will utilize
STPA-safesec [53], as a safety and security analysis technique that is an extension of
Leveson’s Systems-Theoretic Accident Model and Processes (STAMP) and System
Theoretic Process Analysis (STPA) [54, 55] to map the safety and security concepts
and roles. We will perform the STPA-Safesec analysis by: (1) defining the control
layer concept, (2) identification of hazardous control actions (safety concept), (3)
mapping the control and component layer (ontology), (4) modifying the safety and
security constraints, (5) generating the hazard scenarios. In addition to have more en-
riched ontology, we are working on using the ontological knowledge base information

like boundary values, relationship in symbolic model verification of UPPAAL.



PART 11
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CHAPTER 7:
REFERENCE KNOWLEDGE BASE IN LOGIC

VERIFICATION

In the previous part, we discussed how the DL-based ontology, along with the rea-
soner, can be used to detect conflicts in the requirements and specifications of ICS.
After checking the consistency, those requirements are used in model checking by
translating the requirements from SWRL rules into TCTL queries. This part dis-
cusses how the built ontology can be utilized as a reference knowledge base in software

verification.

7.1 Introduction
ICS is now more exposed to external attackers and threats [25] due to its rapid inte-
gration with the Internet. The few common vulnerabilities in the industrial sectors
are Out-of-bounds write, Out-of-bounds read, and Improper Input Validation [10].
These vulnerabilities might result in loss of availability, integrity, and confidentiality
in the critical systems where precision and control are vital for the safe operation of
the processes. These vulnerabilities could be exploited as part of the control logic
modification attack where the attacker tries to manipulate the sensors measurements
and program variable values with some unexpected/out-of-bound values causing the

controller to send out unsafe control commands. The remote manipulation can in-
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clude changes in variables that go outside the bound causing the system to be in an
unsafe state. These examples shows that if engineers, technicians, and risk manage-
ment teams understand how the control logic and different subsystems, systems, and
components relate to one another and how data is maintained and exchanged amongst
many different domains in the industrial processes, they will be able to implement
proper security and safety controls and prepare a precise risk evaluation/mitigation
plan.

In order to provide the understanding and model the relationship that exists
among data across different software domains, in software testing, bounds check-
ing [56, 57] is common as a method of detecting whether a variable is within a safe
and secure bounds for the correct operation of the system. Range checking [58, 59] is
one of the bounds checking methods to verify whether the variable is within the safe
range. These techniques are usually used during the compile time to result in safe
code. However, there are not many tools and algorithms available for such testing
in safety critical systems that are vulnerable to integrity attacks, i.e. sensor ma-
nipulation attacks, Human Machine Interface (HMI) attacks that will result lack of
situational awareness. Control processes by nature are required to be highly resilient
with a strong safety and security protection.

In this part of the thesis, we use DL [60] based ontology to describe knowledge
regarding component boundaries, process dependencies, concepts of safety, and se-
curity. We propose a formal verification approach for checking the boundary con-
ditions during the control logic verification. First, we simulated the formal model
of the Programmable Logic Controller (PLC) program utilizing UPPAAL [61] and

UPPAAL-API. Then, a boundary verification algorithm is designed and developed to
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import the required information from the ontology.

The remainder of this chapter is organized as follows. Section 7.2 provides an
overview of some background and related works. Section 7.3 summarizes our imple-
mentation of boundary verification and the formal definition of boundary conditions.
Section 7.4 explains in detail the algorithm and preliminary concepts. Section 7.5
discusses the implementation results. Finally, Section 7.6 concludes the chapter with

future work.

7.2 Related Works

Static and dynamic code analysis techniques are considered one of the important
methods to detect security vulnerabilities in software design and development life-
cycle [62, 63]. Static analysis examines the source code or binary without running the
code, while dynamic analysis involves the actual execution of the software. Various
tools and techniques are available for both analysis, however each have their pros and
cons. While static code checking does not take into the consideration the dynamic
nature of ICS data, it requires less resources and can be utilized at the early stages of
the design and development of the code. Alvares et al. [64] proposed computational
intelligence techniques such as a genetic algorithm (GA) to statically check the source
code. In their work, the authors performed the boundary check of the program
variables based on their type and size of the variables.

More specifically, these types of analysis have been used for intrusion detection in
Cyber-Physical Systems (CPS) [65]. In this work, the authors utilized static timing
analysis for bounds checking to detect unauthorized instructions in real-time CPS
environments. Following the success of formal methods including (static analysis,

theorem proving, and model checking) in verificaiton and validation of CPS, Zheng
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et. al [66] has generated a report of the current state of the art verification practices
in CPS. The authors concluded that ”existing formal method techniques and simula-
tion are, as yet, insufficient for supporting the development of entire general-purpose
CPS”.

One of the most challenging part of the verification and validation of CPS results
from the dimensions of data interoperability or data fusion. We rely on data fusion to
understand, monitor, and analyze many sensors, sophisticated control systems, and
industrial processes in robotics, nuclear power plants, energy generation, distribu-
tion, and transportation. In 2013 an international standard Recommendation I'TU-T
X.1255 titled ”"Framework for discovery of identity management information” was
approved to adopt a data model to provide a uniform concept to represent metadata
records for purpose of interoperability across heterogeneous systems [67]. Following
this recommendation, PLC-PROV [14] proposes the use of the provenance of the sys-
tem to detect security and safety violations. Data provenance is a kind of metadata
that describes the dependencies between data sets and processes. To create a data
provenance graph, the input and output variables of the sensors and actuators with
the timestamps are collected into the system execution traces. The traces obtained
are fed into Curator, a data provenance management tool that creates a graph to
show the flow of data from the sensor to the actuators through the PLC controller.
The graph created in Curator is used to detect safety and security violations. The
provenance graph is limited to the safety components that create the causal depen-
dency graph between sensor inputs and actuator outputs through the PLC program
based on the execution traces of the program. To the best of our knowledge, there has

been limited work on the knowledge-base approach for automatic boundary checking
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and formal verification of the PLC that contains the mapping of safety and security

to components and processes.

7.3 Methodology

Figure 7.1 depicts an overview of the proposed method, which comprises two stages:
1-a DL-based ontology is developed to include safety/security policies, safety bound-
aries, and input and output mapping of the ICS system including PLC program.
With the help of DL-based reasoner, the consistency and completeness of the require-
ments and specifications in the ontology is verified. 2- The PLC is modeled in formal
modeling language where the variables and components are verified to ensure safety

and security boundaries provided by the ontology are satisfied.

IfO mapping

Safety Policies and i |
Boundaries | | TTTTTTTTTTTTTTTTTmmmmmmmmTToTmmmmmmmmmmmmmmmmmeTs
¥
l | Formal Model |

h 4

Security Policies ontology ~ F-------mmmmmmmmoeo )| Simulation I

h 4

| Verification Result ‘

Figure 7.1: Overall Methodology

7.3.1 Ontology-based Verification and Validation
An ontology knowledge-base approach is used in software engineering domain as a
knowledge management tool to improve the sharing of knowledge and learning prac-

tices in software testing [68]. The ontology presented in their work includes knowledge
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of the software testing domain that contains concepts, properties, and their relation-
ships. The knowledge base portal introduced in this paper consists of an experience-
sharing portal, where the tester’s experience is shared and added to the ontology. The
reasoning layer reasons about the concepts and axioms to provide validation. Eventu-
ally, it is archived into the storage layer to retain the knowledge base. The knowledge
retrieval layer makes use of SPARQL queries to import relevant information from
the knowledge base. Similarly, ROoST: The Reference Ontology for Software Testing
[69] provides guidelines for creating a reference ontology for Software Testing and for
a detailed evaluation of the proposed testing technique. Although these guidelines
are great for building an ontology of software testing concepts and properties as a
reference for the software tester, they are not implemented and used in practice in

software testing tools.

Algorithm 2 Boundary Verification on model simulation

1: initialize boundaries <list>

2: Get all ValueRange from ontology

3: for bVar in ValueRange(vry,vry, ..., vr,) do
4: boundaries < [bVar.from, bVar.to]

5: end for

6: for Model simulation do

7 for all variables do

8: if variable not in boundary then

9: violations < state details (iteration no., transition, values)
10: end if

11: end for

12: end for

. return violations

—
w

In this work, we perform control logic validation using the ontology-based reasoner.
The process guarantees correctness of the boundary conditions of the components.

The reasoner queries the logical statements in the ontology and generates flags if the
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deduction and inferences lead to statements that form a tautology. In addition, a
verification process is implemented to ensure that the control logic behaviour satisfies
the safety and security requirements. In this case, the behavior of the PLC program
should comply with the boundary conditions and the dependencies in the ontology.
Algorithm 2 depicts the proposed algorithm for checking boundaries of the control
logic variables and components. At first, the conditions that need to be checked
are imported from the ontology. In particular, the value range of PLC variable and
system components are imported. Then, the formal model of the PLC program and
the system is simulated in order to check the conditions that are imported from the

ontology.

7.3.2 Boundary Verification

To capture safety and security requirements, we need to start at the component level
such as industrial controller, sensors, and actuators. The user defines the number
of inputs and outputs to/from the control algorithm. The inputs are connected to
sensors, switches, or other controller’s outputs. The outputs are connected to actua-
tors or other controllers’ inputs. Each input and output can interact with the whole
or part of a component. Consequently, each component is represented by multiple
variables connected to the controller’s inputs and outputs. Each component is de-
fined as a set of variables that model the functionality of that component, i.e., pump.
Each variable, i.e., speed, power, etc., has a type such as a float, boolean, etc., and
a value type such as continuous, selectable, etc. Each component will be formalized
as a DL concept. The variables can have values that are either constant, selectable,
or continuous. If the value is a Constant(x) then a fixed value of x should be given.

If the value is a Selectable(x) then x is a set of values that specify possible selection
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options. If the value is a Continuous(x) then x should select the acceptable range.
Safety and security requirements in ICS is defined as constraints upon the input
and output values of the controller logic. These constraints can be either limitation on
variables or dependencies between variables. These constraints can also be defined at
the component and type levels. For constraints at the component level, all instances
of that component inherit that constraint. As for constraints at the type level, all

variables of that type will have that constraint.

Boundaries

The boundary b is defined as possible safe values that a variable v can have at level
L = {Component, Type, Instance}. The type of b is defined based on the variable
that the boundary is defined upon. The value type of variable v defines whether the
boundary b is a set or a range. For selectable and constant value types, b is defined

as a set of values and for continuous value types, b is defined as a range [by, bo].

pSomponent . — f instances(I) € Component(C), I.v = b
blvPe .= Y variable(v) , where variable.type = Type, v |= b

pinstance .~/ ynstances(I), T.v = b

For example, if intake pump 1 is an instance of the component intake pump.
This can be represented in the program variable as RunIntakePumpl. If the vari-
able is a boolean type, then the boundary (b) for this case would be {0,1}, i.e.
RunlIntakePumpl |= b.
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To represent this boundary condition in an ontology, we first need to define a class
called ValueRange. The value range will have starting and ending values, so we have
two data properties rangeFrom and rangeTo that map the ValueRange instance to

literal values. This is formalized in DL as follows:

Value Range(BooleanRange), Variable(Intake Pumpl)
hasBoundary(Intake Pumpl, BooleanRange)
rangeF'rom(BooleanRange, 0), rangeT o( Boolean Range, 1)

Figure 7.2 shows the graphical view of the boundary representation. Similarly, we

can add more boundaries and dependencies mapping in the ontology.

Variable hasBound ValueRange angeFro a
(Class) [Class) 8 (int literal)

————rangeTo b
9 (int literal)

Figure 7.2: Boundary representation in ontology

Dependencies

In addition to the boundaries that describe the safe behavior of the components, it
may also have dependencies on each other. For example, if the water level in the tank

is maximum, then the pump should be off. This can be formalized in ontology as

water Level(Tank1,11) A1 > levelT hreshold — maxW ater Level(Tankl, ‘true‘)

maxW ater Level(Tankl, ‘true‘) — isRunning(Pumpl, ‘ false)
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where waterLevel is a property that maps the Tank class with integer values,
level Threshold is the maximum permissible water level for a tank, maxWaterLevel

maps the status of the Tank and isRunning maps the running status of the Pump.

7.4 Case Study

7.4.1 Preliminaries

OWL-API

OWL is a computational logic-based language designed to represent rich and complex
knowledge about things and the relationships between them. OWL-API [48] was
originally developed in 2003 to support the creation and manipulation of the OWL
ontology. OWL-API was designed to support the manipulation of the T-Box, that is,
schema-level ontologies. It is implemented in Java and is available open source. One
of the advantages of OWL-API is that we can use the in-memory ontology together

with the ontology used in the database.

UPPAAL-API

UPPAAL-API [70] is an API for the UPPAAL model checker implemented in Java
for the creation, manipulation, and simulation of UPPAAL models. The API reads
the model written in XML files and creates an object of the UppaalSystem class
provided by UPPAAL. It provides two essential packages: (1) engine contains main
model checking engine as well as the model simulation engine and (2) model provides
the classes, methods, and data structures that are required to represent the model of

a system.
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7.4.2 Ontology and UPPA AL Model Simulation Integration

For program logic testing, we simulate the behavior of the PLC program in a model
checker. For the dynamic program simulation, we use UPPAAL simulator that is
available with the UPPAAL model checker. To have more flexibility in analysis
and to have automatic verification implementation, we used the API UPPAAL has

provided.

PLC Program

4

| UPPAAL Model |

UPFPAAL-API

Model Simulation ! Runtime Verification
Ontology WL-AFI (Boundary Veritication) J . :

|

Verification Result

Figure 7.3: Overall Implementation

Figure 7.3 shows that overall implementation of our approach. OWL-API is used
to access information such as boundary values from the ontology. UPPAAL-API is
used to access and simulate the UPPAAL TA model. The boundary verification is

performed while simulating the model.

Boundary Verification

Algorithm 2 shows how the boundary information is extracted from the ontology and
used for logic testing in model simulation. First, all variables and components whose
boundaries need to be tested are initialized in a list. After that, the ValueRange

class from the ontology is accessed to assign the range for the variable in simulation.
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Then, a model simulation is performed where in each simulation loop the variables
are checked if it is within the boundary. If it gets out of scope, the simulation prints
out warnings about the violation. This algorithm is implemented in Java and can be

found on Github [71].

7.5 Results and Discussions

BoundaryA = [50, 1000]

BoundaryB = [50, 1000]

BoundaryC = [70, 1000]

13151, t = 6, chemicalProcess: C8 - (9, mixer: running - idle, Warnings: C = 68,

13152, t = 10, chemicalProcess: C9 - C10, outtakePump: idle - running, Warnings: C = 68,

13153, t = 10, chemicalProcess: C10 - C11l, outtakePump: running - idle, Warnings: C = 68,
13154, t = 15, chemicalProcess: C11 -» C@, Warnings: C = 68,

13155, t = @, chemicalProcess: C@ - C0, fillTank: idle - RT, Warnings: C = 68,

13156, t = @, fillTank: RT - refillC, Warnings: C = 68,

21044, t = 6, chemicalProcess: C8 - (€9, mixer: running - idle, Warnings: C = 68,

21045, t = 10, chemicalProcess: C9 - C10, outtakePump: idle - running, Warnings: C = 68,

21046, t = 10, chemicalProcess: C1@0 - C11, outtakePump: running - idle, Warnings: C = 68,
21047, t = 15, chemicalProcess: C11 -» C@, Warnings: C = 68,

21048, t = @, chemicalProcess: C@ - C@, fillTank: idle - RT, Warnings: C = 68,

21049, t = @0, fillTank: RT - refillC, Warnings: C = 68,

35015, t = 6, chemicalProcess: C8 - C9, mixer: running - idle, Warnings: C = 68,

35016, t = 10, chemicalProcess: C9 - C10, outtakePump: idle - running, Warnings: C = 68,

35017, t = 10, chemicalProcess: C10 - C1l1l, outtakePump: running - idle, Warnings: C = 68,
35018, t = 15, chemicalProcess: C11 - C@, Warnings: C = 68,

35019, t = @, chemicalProcess: C@ - C@, fillTank: idle - RT, Warnings: C = 68,

35020, t = @, chemicalProcess: C@ - C1, Warnings: C = 68,

35021, t = @, fillTank: RT - refillC, Warnings: C = 68,

Figure 7.4: Simulation Execution

Figure 7.4 shows the result of one of the simulation executions that we performed.
We used the same UPPAAL model that was discussed in the case study section of
Part I. We can see that the boundary violation for C starts at the program iteration
13151. At this time, the model transition of the chemicalprocess model is from C8 to
C9 and the state of the mixer component changes from the running state to the idle
state. The value of C is 68, which is outside the boundary of C, that is, [70,1000].
We can also say that the violation continues for five more iterations. After that, the
violation again occurred in the iterations 21044 and 35015 of the program.

From this execution example we can see that the model goes into an unexpected
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Figure 7.5: Timing Study for performance evaluation

state; that is, the system can have a quantity of chemicals outside the safety bound-
ary. In this way, the control logic modeled in UPPAAL TA is verified against the
boundaries present in the ontology.

In this experiment, we limited the number of iterations to 50,000 for the simulation
of the UPPAAL model. We performed the timing study by changing the number of
iterations and the number of boundary conditions shown in Figure 7.5a and Figure

7.5b. As seen in the graph, the time complexity is linear, which makes it fairly

scalable.

7.6 Conclusion and Future Works
This paper proposed an ontology-based framework, containing safety and security
knowledge of components and variables, for static boundary verification of PLC.
These types of fast, lightweight formal verification tools and algorithms will help
technicians and engineers to test their control logic at the early stages of the design

and development to ensure safety and security properties are satisfied in the safety-

critical processes.
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At this point, only the boundary values of the variables are used in the testing to
illustrate our method. In this work, we provide a foundational tool for the integration
of the formal UPPAAL model checker and the OWL ontology. These tools can be

further developed to enrich the available testing and verification toolchains.
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