Boise State University

ScholarWorks

Electrical and Computer Engineering Faculty Department of Electrical and Computer
Publications and Presentations Engineering
2020

Cyber-Informed: Bridging Cybersecurity and Other Disciplines

Char Sample
Boise State University

Sin Ming Loo
Boise State University

Connie Justice
Indiana University at Purdue

Eleanor Taylor
Idaho National Laboratory

Clay Hampton
Indiana University at Purdue

This document was originally published in Proceedings of the 19th European Conference on Cyber Warfare and
Security, ECCWS 2020 by IEEE. Copyright restrictions may apply.


https://scholarworks.boisestate.edu/
https://scholarworks.boisestate.edu/electrical_facpubs
https://scholarworks.boisestate.edu/electrical_facpubs
https://scholarworks.boisestate.edu/electrical
https://scholarworks.boisestate.edu/electrical

Cyber-Informed: Bridging Cybersecurity and Other Disciplines

Char Sample®?, Sin Ming Loo??, Connie Justice?, Eleanor Taylor! and Clay Hampton®
1ldaho National Laboratory, Idaho Falls, USA

2Boise State University, Idaho, USA

3Indiana University at Purdue, Indianapolis, USA

Charmaine.Sample@inl.gov, Eleanor.Taylor@inl.gov

smloo@boisestate.edu

cjustice@iupui.edu, cthampton@iupui.edu
DOI: 10.34190/EWS.20.092

Abstract: A recent study by Cybersecurity Ventures (Morgan 2018), predicts that 3.5 million cybersecurity jobs around the
world will be unfilled by 2021. In the United States, the demand for professionals with cybersecurity expertise is outpacing
all other occupations (NIST 2018). These reports, along with many others, underpin the need for increasing workforce
development initiatives founded in cybersecurity principles. The workforce shortage is across all cybersecurity domains, yet
problems continue to persist, as the lines between combatants and non-combatants are blurred. Combating this persistent
threat, which is a 24/7 operation, requires a more aggressive and inclusive approach. Higher education institutions are
positioned to fully support cybersecurity workforce development; cybersecurity needs people with different perspectives,
approaches, ways of thinking, and methods to solve current and emerging cyber challenges. This need is especially pressing
when assessing the digital landscape — a tireless and ever-expanding connectivity supported by societal needs, and
economic development yet compromised by the common criminal to nation-state sponsored felonious activity. Educators
need to consider augmenting their approaches to educating students to include cybersecurity content. In this technology
forward world, one that is expanding more rapidly than society and policy can react, increases the imperative for
fundamental cyber defence skills. Accordingly, all students, no matter the major, should, minimally, understand the
implications of good versus bad cyber hygiene. STEM graduates will require awareness of cyber issues that impact the
security of programs, systems, codes or algorithms that they design. Operationally focused cyber-security graduates require
a curriculum for careers dedicated to protecting and defending cyber systems in domain specific environments. In a world
of Internet of Things (loT), the ability for individual disciplines to understand the impact of cyber events in environments
outside of traditional cybersecurity networks is critically important. This will provide the next generation defenders with
domain specific cybersecurity knowledge that is applicable to specific operating environments.
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1. Introduction

The warnings for the cyber-workforce shortfall have been sounded for years, yet the gap continues to grow (ISC2
2019, NIST 2018) Cybersecurity Ventures (2019) recently predicting a 3.5 million worker shortfall. The growth of
the Internet of Things (IoT) (Morgan 2018) promises to exacerbate this problem. In general, the future digital
landscape promises increasingly more complex cyber-attacks from criminals to nation-state actors making basic
cybersecurity hygiene the responsibility of all users not just the cybersecurity indoctrinated.

In addition to the cyber workforce development gap, a divide between technology savvy citizens and their
counterparts is also noteworthy. This coincides with the introduction of technology courses in the public-school
system (Blazer 2008), along with the popularity of newer technologies, the ubiquitous use of devices, and
proliferation of social media and mobile apps. A recent Pew research survey (2018) found that more than nine-
in-ten teenagers, 13 to 17, reported owing or having access to a smartphone and almost half reported being on-
line on a near constant basis. Technology adoption rates have soared across the US (Ritchie & Roser 2019) and
serve to illustrate the need for greater cyber awareness and proficiency (aka cyber hygiene). As more of the
population becomes cyber-aware, cyber hygiene knowledge could potentially address the cybersecurity skills
gap while introducing different disciplines to cybersecurity.

The past 10 years Internet enabled home electronics sales increased making possible the ability for many home
users to become unwitting accomplices in cyberattacks. In 2017 there were approximately 8.4 billion connected
internet of things (loT) with well over 20 billion predicted in 2020 (Gartner 2017). loT devices such as
thermostats, smart TVs, and appliances, offer greater convenience by leveraging an Internet connection, but at
the cost of granting access to uninvited guests. Most users remain unaware of basic security settings on their
Wireless Access Point (WAP), or the firewall settings provided by their Internet Service Provider (ISP) and how
to modify these settings. For example, the re-purposing of loT devices into bots for botnets creates an
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inadvertent increase in installation base and scale through loT device default set-up increasing vulnerabilities,
and opportunities for malicious attacks.

Widespread loT deployment presently, and for the foreseeable future, supports the argument that cyber
proficiency is as important as reading. In cybersecurity terms, our education system fails to keep up in the age
of loT. While adoption rates of apps and the latest incarnation of technology remains healthy, few have the deep
understanding of how these products actually work, and the security ramifications of using these products in
their native installed state (Lorenz 2020). Consider the outrage over Facebook’s selling of personal data (Isaak &
Hanna 2018), Amazon’s application of Al/ML to use personal data to sell more products (Levy 2018), the Marai
botnet attack using open ports and default passwords (Antonakakis 2017) and most recently the Zoom hacking
(Lorenz 2020). These examples underscore the need for a curriculum of cybersecurity for non-professionals
training.

The need to introduce cybersecurity into other disciplines is well documented (LeClair 2013; Henry 2017), the
problem is in the details of “how” to do so. Efforts to integrate various disciplines and cybersecurity have had
mixed results, suggesting that while the general idea has merit, the implementation may have faults. Boise State
University (BSU) and Indiana University at Purdue (IUPUI) are two institutions in a growing number that have
recognized the need for cybersecurity to extend beyond the traditional academic silo and make teachings
available to wider audiences. What follows is a review of the experiences of two universities in extending
cybersecurity beyond the traditional academic disciplines to develop a more interdisciplinary and inclusive
approach which include, but are not limited to, computer science and engineering.

2. Background

Fundamentally, any digital system can be “hacked” by a persistent adversary and is often only bound by the
imagination of the attacker and creativity of the defender (Carey and Jin 2019). As these events continue to gain
complexity and sophistication, a cyber informed approach across several disciplines may increase both the skill
and size of the future workforce. Much like the move to remote work resulted in many institutions adding
Microsoft Office courses and certifications, the interdisciplinary nature of cyber security suggests a need to
educate the masses in a similar fashion and approach, from introductory and basic usage through advanced and
expert levels.

Introducing cybersecurity education into existing curriculum offers the opportunity to increase the number of
cyber-aware workers in the workforce. In doing so, the workload decreases on cybersecurity professionals, and
an additional potential outcome is attracting non-traditional majors to cybersecurity, especially as cybersecurity
definitions continue evolving and expanding from STEM domains into other domains. Although challenges
remain at universities for students, as course catalogues can be difficult to navigate, prerequisites can create
barriers to entry, especially across colleges within the same system, and inabilities to identify or track
extracurricular learning opportunities (Cybersecurity Curricula 2017).

The skills gap remains and there is currently no viable way to fill the demand without addressing future university
curriculum and workforce development training processes. Meeting this challenge requires strategic education
efforts to create a foundation for a broader talent pipeline in support of the needs facing industry, government
and academia. The objective is not only to create awareness and interest in cybersecurity careers but also to
develop and deliver cyber hygiene courses across universities and community colleges and increasing workforce
development training while providing the community at large with tools and resources, to significantly increase
education and training aligned with cyber objectives and career paths.

The current approaches to cybersecurity are not sustainable, scalable, or anticipatory (Borg 2018). The rapid
adoption of digital technology, loT, the promise of 5G, and integration into a vast and often unrecognized
communications web will eclipse existing methods to identify and mitigate cyber risks. These factors drive the
urgent need for expanding the cybersecurity talent pool, for addressing current needs, future innovations and
protecting critical infrastructure.

Attaining digital safety in this increasingly connected world, requires problem solvers with different

perspectives, approaches, ways of thinking, and methods (Nisbett 2010; LeClair 2013). The solution cannot be a
purely computer-based curriculum approach. Historically, cybersecurity workforce preparation came from
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computer science and information technology majors, yet many industry leaders (i.e. Cliff Stoll, Dan Geer and
Radia Perlman), do not have degrees in Computer Science or Cybersecurity. In fact, a gap exists between
materials covered and field requirements. Computer Science is algorithm focused and IT courses are designed
to train students to run and/or manage IT systems. Cybersecurity requires broader knowledge on protecting
information, technology, processes and people.

There are several cybersecurity professionals, without computer science and information technology degrees,
that have found their way to the discipline through informal methods and have learned the required skills and
received the formal certifications as they progressed in their careers (Tribe of Hackersl, Tribe of Hackers2).
Cybersecurity is multidisciplinary and benefits from a workforce of various majors across a university campus,
expanding cybersecurity into holism and creating proactive problem solvers. By pushing the boundaries of a
traditional STEM-based approach, with the goal of leveraging the learning environment and endorsing critical
thought across all disciplines, students can learn valuable insights from each other. Borg (2018, p.2) discussed
the perspective issue providing evidence that an over reliance on STEM courses can be detrimental leaving
students “less equipped to do cyber security well”.

Creating this new course curricula requires a true mix of disciplines where cybersecurity concepts can be shaped
and shared in environments beyond traditional computer networks, where other data, beyond cyber event data,
shapes the narrative. In this environment, students will learn comprehensively about cybersecurity with an
operational as well as an informational focus covering information assurance, security operations, forensics, and
disaster recovery — while providing the foundational knowledge needed to become a cybersecurity leader.
Preparing the next generation of cybersecurity professionals with the necessary skills, requires continual
investment in all areas of cybersecurity research, education, training, communication and outreach. This effort
complements the work being supported by other education institutions; thus, combining our forces to help meet
the ever-increasing cybersecurity workforce needs.

Cybersecurity is more than a technology solution, the discipline reflects the interactions of humans, machines,
and networks. Cyber-safety prevails when human factors and other disciplines are included in the solution. The
lateral thinking needed for cybersecurity is similar to epidemiology, requiring many different areas of expertise
to understand the agent, host and environment. Using this metaphor, (Zhang et al., 2014; Zhang et al. 2015),
cybersecurity depends on herd immunity - the resistance to the spread of a contagious disease within a
population that occurs if a sufficiently high percentage of people are immune to the disease, generally through
vaccination, or in this case, education.

Much like the work performed at Cambridge University on inoculating people against fake news (Roozenbeck &
Van der Linden 2019), cybersecurity relies on proper training to prevent security breaches. Education and
training are proven methods that help inoculate populations from cyber threats delivered through innovative
and inclusive, broad programs, two of which are outlined in this paper. At Boise State University, three identified
levels reflect general delineations in cyber security including users, operators and full-time cyber security
professionals. Another effort to address the diverse needs of the cybersecurity workforce from the Purdue
School of Engineering and Technology at Indianapolis, IUPUI, offers courses, a certificate, minors, and
concentrations within a degree program to tackle broader demands.

3. Cybersecurity Course Offerings

Education as commonly defined, is the pursuit of “knowledge, skills, beliefs, and habits.” [1] Education is a life-
long pursuit, and develops skills in critical and strategic thinking, problem solving, and research. Training is
singularly focused on a single objective. Upon completion, a specific task or skill is mastered. The learner need
not understand the theory behind the skill as long as the student demonstrates task mastery. Education can
include training as reinforcement after studying the critical thinking and other components of life-long learning,
but the main focus of education is to prepare the learner to adapt to the ever-changing cybersecurity landscape.

The higher educational system provides mechanisms for education and training. Community colleges (CC) or

two-year colleges serve multiple purposes, preparing learners for entry into four-year colleges or universities
while also offering applied or certificate-based programs that are more task based or skill specific.
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Four-year colleges and universities responsibilities are to educate learners, offering bachelor, master and
doctoral degrees in support of lifelong learning, research, and critical thinking. The primary goal of higher
education is to create a well-rounded learner, proficient in the chosen major, adaptable to new technologies
while avoiding the technology specific traps that can come at the expense of rapid technology changes and
adoption. Learners who understand the underlying foundation and theory and can think abstractly, and in
research terms, will be able to lead in future new solutions.

3.1 Boise State University (BSU)

Boise State offers several certificate programs along with the degree programs, attempting to address the
diverse needs of the future cybersecurity workforce (Boise State Catalog, 2020). Boise State observes the needs
of three student types in the cybersecurity education; users, operators and creators. These levels are presented
in no particular importance and encompass necessary components for student preparation, production and
fortification in cybersecurity and the loT.

3.1.1 Level 1: Cybersecurity for All

A set of courses providing a cyber security knowledge for everyone. The objective is to raise the cybersecurity
awareness across the campus. The Cybersecurity for All certification consists of four-courses offering awareness
training covering cyber-physical systems (CPS), Internet of Things (IoT), home office security and incident
response recovery. These four courses provide a basic understanding of cybersecurity hygiene that is necessary
for any Internet user.

3.1.2 Level 2: Cyber Operations

The objective of this operationally focused certificate program is to prepare students by providing industry
certification opportunities for those interested in cybersecurity as a career. Students are trained to think
critically and develop strong problem-solving skills that can be applied to understand and solve data-driven
cybersecurity problems. This certification requires the student to demonstrate proficiency in four courses that
cover information assurance with critical thinking, cybersecurity foundations, cyber operations and cyber
forensics with recovery. In addition to certification training, this course offering covers gaps not addressed in
many industry certifications thereby developing students capable of solving new problems that appear in the
cyber domain as well as being able to translate those skills into other domains. This certification consists of
twelve credit hours and includes: information assurance, applied critical thinking, offensive security, defensive
security, recovery and forensics while requiring one industry security certification. The program includes a
multidisciplinary group exercise designed to apply the lessons learned in the courses to a real-world setting
requiring both technical and interpersonal skills (McChrystal 2015, Lencioni 2002, Lencioni 2016).

3.1.3 Level 3: Cyber-Informed Engineering

A set of courses that provide cyber-informed engineering skill sets with the objective is to educate the future
engineers and scientists to incorporate cybersecurity (as a requirement) into the design process for more
resilient systems. In order to protect against cyber threats, the course developer(s) require awareness of the
system being designed (software, hardware, firmware, control systems etc.) in addition to understanding
different ways in which an adversary can compromise the system through denial, deception, disruption,
destruction and deterrence. The courses teach countering compromise through robustness, resilience and other
methods to design security controls into a system that meet performance criteria and enhance protection, hence
the broad interdisciplinary knowledge requirement. This program was introduced in August 2018 with an
introduction course in cybersecurity. Other cyber contents are incorporated into existing STEM courses.

3.2 Purdue School of Engineering and Technology Indiana University-Purdue University Indianapolis (IUPUI)
The Purdue School of Engineering and Technology, IUPUI, offers courses, a certificate, and minors, and
concentrations within a degree program that attempt to address the diverse needs of the cybersecurity
workforce (IUPUI Catalog 2020).

3.2.1 Level 1: Information Security Specialty

A minor that provides a cybersecurity background for everyone. The objective is to raise awareness of
cybersecurity across different disciplines throughout campus. The minor consists of four courses that offer base
knowledge in computer architecture and data communications. Additionally, the minor consists of a
cybersecurity awareness foundational course that teaches the novice about threats and vulnerabilities on the
Internet; how to protect home systems, small business systems, loT devices, and what to do to recover from an
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incident. The end user is the most vulnerable asset to the cybersecurity ecosystem and providing an education
to all users, regardless of discipline, will help to protect our cyber domain. The courses are available to the entire
campus community for educational purposes with aid in the overall education of the larger community.

3.2.2 Llevel 2:

The Information security concentration in Purdue School of Engineering and Technology, IUPUI, Computer
Information Technology (CIT) program focuses on preparing students with a solid foundation in information
assurance and network security. These students gain skills in practicing information assurance data management
security by understanding networking and concepts on protecting systems connected to the internet. Below are
a few courses available for the concentration:

e The Programming for NetSec class prepares students though “hands on” experience with scripting and
programming within the network security realm. These skills are frequently used in future courses or
professional career when task automation or script writing can be used to reduce repetitive tasks or job
functions that exists as a part of their job duties.

e The Networking Operating System Administration course is designed to engage students to develop a
deeper understanding of operating systems and how networked servers’ function, as well as introducing
the concepts of virtualized environments compared to minimal installs on physical hardware.

e The Advanced Network Security course introduces additional disciplines by analyzing the mentality of
attackers and reviewing the Attacker Methodology/Cyber Kill Chain. These viewpoints provide keen
insights as to why security is a crucial step in networked systems.

e Digital Forensics course demonstrates the needed skills for a digital forensics career and requisite
proficiencies to present evidence that pass legal proceedings standards.

e The IT Risk Assessment course provides an overview of a typical IT risk assessment and audit while
teaching students how to give recommendations and reports for IT systems designed to help ensure a
safer and more secure environment.

3.2.3 Level 3:

IUPUI's new cybersecurity degree builds off the Information Security concentration and offers the students more
involvement in the offensive and defensive aspects of cybersecurity, applying their knowledge to learn more in-
depth attacking and defending skills and processes. The Offensive Cybersecurity course enables students to
practice and demonstrate concepts in an actual, connected, systems environment. The coursework includes a
competition with a complete report on findings including what additional measures might be implemented to
help mitigate future incidents, exposures or vulnerabilities.

In addition to the aforementioned courses, development plans exist for a security architecture course with
different areas of concentration, including: Industrial Controls Cybersecurity, Cybersecurity Risk Assessment,
Defensive Security, and Digital Forensics. These areas of focus would enable a deeper concentration to obtain
in-depth knowledge for each related career path, allowing students to tailor their interests to a specific job role
or research area post-graduation.

Students must be able to integrate cybersecurity learning with other disciplines. Experimental integrated
learning was implemented in two undergraduate STEM courses through cross-curricular instructional units. The
courses, Big Data Analytics and IT Risk Assessment, have content connections and were taught in parallel. The
goals of this approach were to investigate the effectiveness of cross-curricular integrated instructional units for
courses that are content connected and study the effectiveness of these projects based on inquiry levels. These
units were integrated to enhance students’ capabilities in connecting and transferring knowledge from one
setting to another, improve students' understanding of the subjects in the courses and interpreting the larger
impacts of information technology. We hypothesize that the hands-on projects will enhance students’
interdisciplinary problem-solving skills by connecting knowledge, as well as research experiences and
capabilities.

4. Observations on course execution

Higher education has the “build-it they will come” mentality in some cases and in other cases a hyper-response
to industry at the expense of vision. Although both problems are very different the end result is oftentimes the
same, a failure to graduate intellectually adaptable students capable of solving current and future cybersecurity
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problems. Students who have gone through a degree program have neither the thinking skills nor job skills.
Student who complete training certifications have specific skills that do not always adapt to novel problems.

One way to solve this problem is collaboration between security industry practitioners and universities. The
universities need to work with industry to develop the program and curriculum. Academia offers abstract
concepts that encompasses larger problems while industry practitioners (the subject matter experts) provide
knowledge of real-world instantiations of those larger concepts. An additional benefit in this approach is that
often times industry experiences disruption through technology changes and novel attacks first, this approach
allows for greater sharing.

Delivery modes need reviewed. Content consumption in society has changed, academia has not adjusted. The
face-to-face delivery as the primary method of teaching should be re-evaluated. Pedagogy favours face-to-face
interactions, but andragogy favours “hands-on” exercises. Undergraduate students are young adults and may
benefit from the introduction of andragogy techniques mixed with traditional pedagogy. Asynchronous concepts
taught online and reinforced with applied laboratory exercises might produce better outcomes. Short-term
bootcamp style learning can act as larger integrated lab exercises.

CIT in the Purdue School of Engineering and Technology, IUPUI has a program that combines theory and practice.
The Living Lab (LL) allows students to apply networking, cybersecurity, database, website and application
development concepts and techniques learned from prior CIT courses to service, internal and/or external
projects. The Living Lab emulates an industry IT department in which students work on one or more projects as
part of an IT team spending 200 working hours per semester equalling internship credit. The Living Lab provides
students an experiential and service IT learning environment. By presenting students with a real production IT
environment, enabling the students upon graduation to contribute immediately and directly to their
employment workplace. Students solve real world IT and cybersecurity problems with little or no supervision
while meeting business standards of managing, documenting and reporting their work via weekly status reports.

LL Statistics showed that from 2008-2020, 569 projects launched, thus, allowing 518 students to gain valuable
real-world operational experience. “Hands-on” experience was obtained in the LL that could not otherwise be
obtained in business due to risk concerns. The LL provides an example of industry partnership and academia
working together to provide reinforced learning of broad academic concepts through real life examples. The LL
allows for operational environment immersion, along with cyber-physical security workshops and training in
support of loT security at water/wastewater treatment facilities, and traditional risk assessments

At Boise State University, the Cybersecurity for All, and Cyber Operations, programs will go live in August 2020.
The Cyber Informed Engineering program courses have been offered twice in the last two years reaching
approximately 65 students representing a wide range of students, motivations and skillsets. The courses have
been well-received, and most students have performed well, remarking on an appreciation for the course
content and career field opportunity diversity.

However, a recent exercise revealed problems reflecting a lack of self-regulation, constrained mindsets and
limited interpersonal skills. A penetration testing hands-on activity, using an air-gapped learning network for
practicing lessons in a heterogeneous network consisting of wired and wireless components. Activities include
WiFi penetration, network scanning and password cracking. Students were to leave a mark on the Raspberry Pi
by using the default userid and password then access to the shadow password file. Leaving this network running
for days allowed students to apply classroom lessons learned. However, someone changed the default user
password and root password of the Raspberry Pi keeping other students from finishing the exercise, thus
providing the educators a learning opportunity. One problem observed was the lack of understanding operating
systems such as Linux makes the coursework challenging. For this reason, foundational courses that can be
viewed as “how to” classes deserve consideration for cyber initiatives; however, providing the right amount of
challenge and support on relevant learning tasks requires further investigation.

Cybersecurity observations from CIT@IUPUI lead to significant program changes. The Information Security and
the Network Security Certificate has been taught since 2004., Echoing Boise State, IUPUI also noticed that the
students’ lack of Linux experience was a detriment in the learning process, particularly in advanced cybersecurity
courses such as Advanced Network Security, Digital Forensics, and Wireless Security. In response to this problem
IUPUI added Linux modules to earlier 100 and 200 level networking and security courses. Additionally, a 300-
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level scripting/programming course using Python and Linux was also added. In all network, security and
programming courses instructors are encouraged to standardize on the Linux operating system.

Recognizing other disciplines are becoming increasingly interweaved within cybersecurity, was an additional
observation illuminating the need for the CIT program to update our curriculum (Sample & Justice 2018). The
CIT program is working with other disciplines on campus to create certificates that will include other aspects of
cybersecurity such as law, psychology, sociology, data science, international studies and other areas of study
(Sample & Justice 2018). Of particular note, the inclusion of data science may force a marriage of disciplines
since the best insights result from subject informed queries.

5. Conclusions

By examining two institutions of higher learning commonalities, differences were also discovered. Both
programs continue to evolve in offering interdisciplinary courses that can more effectively address threat
analysis and loT in various environments. Both programs have maintained traditional cybersecurity courses that
can be found at most universities and both observed the need for fundamental skills. Both programs offer
cybersecurity for non-majors, that teaches basic cyber hygiene and may offer an opening for non-traditional
students to ultimately pursue cybersecurity while bringing fresh perspectives that Borg (2018) deems necessary.
This outreach can bring a multidisciplinary approach to cybersecurity and open the aperture to a diverse pool of
talent, creative problem solvers and critical thinkers that will be an essential part of the solution

Cyber threats will continue to grow in creativity and sophistication as will the demand for a skilled cyber
informed workforce capable of protecting and preventing such attacks. Furthermore, the introduction of
artificial intelligence promises to disrupt the workplace. Without changes to university curriculum there is no
viable way to sustainably address the workforce needs of today or the future. Significant intervention is
necessary to build future talent pipelines, expand current capacity and enhance workforce development efforts
with skilled professionals who are highly adaptive and capable of solving a wide variety of problems.
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