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Since the DMCA was enacted, copyright owners have issued thousands
of take-down notices pursuant to § 512(c)."””’ However, to date, very few
cases on the relevant provisions of the DMCA have been published. Three
of these cases are relevant to this issue and have been widely discussed:
Online Policy Group v. Diebold,'* Rossi v. Motion Picture Ass’n of America,
Inc.,"* and Lenz v. Universal Music Corp.134

Diebold was the first case in which a court applied the language of §
512(f) of the DMCA which assigns liability to copyright holders who
knowingly misrepresent a copyright infringement in a take-down notice.
Diebold, Inc., manufactures electronic voting machines which were the
subject of much criticism after the 2004 elections. Two students at
Swarthmore College obtained an archive of Diebold employee emails which
allegedly contained evidence that Diebold was aware of problems with its
machines before the election. These students posted the information on
various websites through an ISP provided by Swarthmore. Diebold
subsequently sent the students, Swarthmore, and the ISP a takedown notice
demanding the removal of the archive. The students took the material down
and subsequently filed a lawsuit against Diebold, alleging that “Diebold’s
claim of copyright infringement was based on knowing material
misrepresentation” in violation of § 512(f) of the DMCA. The basis of their
claim was that posting the email archive was a lawful use of the material
under the fair use defense to copyright infringement.'*’

The court first considered whether the plaintiffs’ use of the email
archive was a fair use of the material.

The purpose, character, nature of the use, and the effect of the use
upon the potential market for or value of the copyrighted work all
indicate that at least part of the email archive is not protected by
copyright law. The email archive was posted or hyperlinked to for
the purpose of informing the public about the problems associated
with Diebold’s electronic voting machines. It is hard to imagine a
subject the discussion of which could be more in the public interest.

attorneys' fees, incurred by the alleged infringer, by any copyright owner or copyright owner's
authorized licensee, or by a service provider, who is injured by such misrepresentation, as the
result of the service provider relying upon such misrepresentation in removing or disabling
access to the material or activity claimed to be infringing, or in replacing the removed material
or ceasing to disable access to it.”) (emphasis added).

'*% Lenz v. Universal, 572 F.Supp.2d 1150, 1156 (N.D.Cal. 2008).

131 Hazelwood, supra note 40, at 325.

2 Online Policy Grp. v. Diebold, 337 F.Supp.2d 1195 (N.D.Cal. 2004).

'3 Rossi v. Motion Picture Ass’n of Am,, Inc., 391 F.3d 1000 (9th Cir. 2004).

'** Lenz v. Universal Music Corp, 572 F.Supp.2d 1150, 1156 (N.D.Cal. 2008).

'3 Diebold, 337 F.Supp.2d at 1198.
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Dieb

If Diebold’s machines in fact do tabulate voters’ preferences
incorrectly, the very legitimacy of elections would be suspect.
Moreover, Diebold has identified no specific commercial purpose
or interest affected by publication of the email archive, and there is
no evidence that such publication actually had or may have any
affect on the putative market value, if any, of Diebold’s allegedly
copyrighted material. Even if it is true that portions of the email
archive have commercial value, there is no evidence that plaintiffs
have attempted or intended to sell copies of the email archive for
profit. . . . Finally, Plaintiffs’ and [the ISP’s] use was
transformative; they used the email archive to support criticism that
is in the public interest, not to develop electronic voting
technology. Accordingly, there is no genuine issue of material fact
that Diebold, through its use of the DMCA, sought to and did in
fact suppress publication of content that is not subject to copyright
protection."*

Finding that the use was lawful, the court then considered whether
old knowingly and materially misrepresented that the use violated its
copyright. At issue was the parties’ disagreement about the meaning of the
requirement of § 512(f) that the allegation of copyright infringement be
“knowingly materially misrepresented.”’’’  Regarding the appropriate

definition, the court stated:

Dieb

A requirement that a party have an objectively measured
“likelihood of success on the merits” in order to assert claims of
copyright infringement would impermissibly chill the rights of
copyright owners. . . . A party is liable if it “knowingly” and
“materially” misrepresents that copyright infringement has
occurred. “Knowingly” means that a party actually knew, should
have known if it acted with reasonable care or diligence, or would
have had no substantial doubt had it been acting in good faith, that
it was making misrepresentations.'*®

Based upon its analysis that the plaintiffs clearly made a fair use which
did not infringe upon Diebold’s copyright protection, the court held that
old’s claim of copyright infringement in its take-down notice was a

knowing misrepresentation of the DMCA.

136 Id.
137 Id
138 Id
Rossi.

at 1203.
at 1204. See also, supra text accompanying notes 129-130.

at 1204. See infra note 149 for discussion about the relationship between Diebold and
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Applying this standard and in light of the evidence in the record,
the court concludes as a matter of law that Diebold knowingly
materially misrepresented that Plaintiffs infringed Diebold’s
copyright interest, at least with respect to the portions of the email
archive clearly subject to the fair use exceptions. No reasonable
copyright holder could have believed that the portions of the email
archive discussing possible technical problems with Diebold’s
voting machines were protected by copyright, and there is no
genuine issue of fact that Diebold knew — and indeed that it
specifically intended — that its letters to OPG and Swarthmore
would result in prevention of publication of that content. The
misrepresentations were material in that they resulted in removal of
the content from websites and the initiation of the present lawsuit.
The fact that Diebold never actually brought suit against any
alleged infringer suggests strongly that Diebold sought to use the
DMCA’s safe harbor provisions — which were designed to protect
ISPs, not copyright holders — as a sword to suppress publication of
embarrassing content rather than as a shield to protect its
intellectual property.'”’

Although the Diebold court suggested that the applicable standard for
determining whether a misrepresentation was made knowingly might be
objective (“[k]knowingly means that a party ... should have known if it acted
with reasonable care . . .”), the court in Rossi v. Motion Picture Ass’'n of
America held affirmatively that it was not. Plaintiff Michael Rossi
maintained a website (“internetmovies.com™) which he described as an
“online magazine” intended to provide users with a directory through which
they could find online movies.'* Although Rossi claimed that movies could
not actually be downloaded through his site, various links found on the site
indicated that movies were “downloadable” by clicking on the link.'""' The
Motion Picture Association of America (MPAA), a trade association
comprised of movie studios organized to protect and enforce its members’
copyrights, viewed the website and subsequently served both Rossi and his
website’s ISP with a take-down notice pursuant to § 512(c)(3) of the
DMCA.'"*? The MPAA did not ascertain whether movies were available for
download by actually clicking on the site’s links.'*  Although Rossi
subsequently found a new ISP to host his site, he filed suit against the MPAA

139 1d. at 1204-05.

140 Rossi, 391 F.3d at 1002.
141 Id.

142 [d.

143 Id
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alleging, among other claims, that the MPAA violated § 512(c) of the
DMCA by issuing its take-down notice without a good faith belief that Rossi
had actually infringed upon any of the copyrights held by MPAA
members.'** The district court granted the MPAA’s motion for summary
judgment.'*

On appeal, the issue before Ninth Circuit was whether the good faith
belief requirement of § 512(¢)(3)(A) of the DMCA should be evaluated upon
an objective or subjective standard. The court referred to the language in §
512(c) (“good faith belief”), § 512(f) (“knowingly materially represents™),
and similar language found in other federal statutes to conclude that the
DMCA contemplated a subjective standard requiring the copyright holder’s
actual knowledge that the secondary use does not infringe:

Juxtaposing the “good faith” proviso of the DMCA with the
“knowing misrepresentation” provision of that same statute reveals
an apparent statutory structure that predicated the imposition of
liability = upon  copyright owners only for knowing
misrepresentations regarding allegedly infringing websites.
Measuring compliance with a lesser “objective reasonableness”
standard would be inconsistent with Congress’s apparent intent that
the statute protect potential violators from subjectively improper
actions by copyright owners.'

The court rejected outright an interpretation which would hold copyright
owners liable for even unreasonable mistakes regarding claims of
infringement. “A copyright owner cannot be liable simply because an
unknowing mistake is made, even if the copyright owner acted unreasonably
in making the mistake.”'’. Applying this subjective standard to the MPAA’s
take-down notice, the court held it did not violate the DMCA. Given the
website’s “unequivocal language” that movies were available for download,
the court determined that that the MPAA had concluded “in good faith that
motion pictures owned by MPAA members were available for immediate
downloading from the website. The unequivocal language used by Rossi not
only suggests that conclusion, but virtually compels it.”'** The court upheld

" Id. at 1004.

' Id. at 1003.

"8 d. at 1005 (emphasis in original).

"7 Id. at 1005.

18 Id. at 1006-07 (“After one of the MPAA’s member companies notified the MPAA’s anti-
piracy department of possible infringements on internetmovies.com, an MPAA employee
reviewed the website. The website contained statements that included ‘Join to download full
length movies online now! New movies every month’; ‘Full Length Downloadable Movies’;
and ‘NOW DOWNLOADABLE.” These representations on the website led the MPAA
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the district court’s decision to grant the MPAA’s motion for summary
judgment.'*

Lenz v. Universal Music Corp followed Rossi approximately four years
later and considered the fair use defense to interpretation of the DMCA. The
facts of Lenz have been widely-discussed.'”” In February, 2007, plaintiff
Stephanie Lenz videotaped her young child dancing to the Prince song Let’s
Go Crazy and uploaded the 29-second video on YouTube to share with her
family and friends. The video was of apparent low quality, and only
approximately 20 seconds of it contained audible portions of the song.'”'
Nonetheless, Universal Music Corporation, which holds the copyright to the
song, sent YouTube a take-down notice pursuant to the DMCA in June,
2007, approximately five months after Lenz uploaded it."> YouTube
immediately removed the video and notified Lenz that it had done so. Lenz

employee to conclude in good faith that motion pictures owned by MPAA members were
available for immediate downloading from the website. The unequivocal language used by
Rossi not only suggests that conclusion, but virtually compels it. As the district court noted,
‘[t]here is little question that these statements strongly suggest, if not expressly state, that
movies were available for downloading from the site.” ... In fact, Rossi even admitted that his
own customers often believed that actual movies were available for downloading on his
website.”) (footnotes and citations omitted).

149 The relationship between the Diebold and Rossi decisions remains in question. In an
earlier decision in the Lenz v. Universal case, which is discussed in the next paragraph, Judge
Fogel made the following statement: “While Diebold was decided prior to Rossi, the cases are
not necessarily in conflict. Diebold is distinguishable based on its facts; although it included a
takedown of hundreds of emails, the defendant failed to identify any specific emails
containing copyrighted content, and it appeared to acknowledge that at least some of the
emails were subject to the fair use doctrine. Here, it is undisputed that the song ‘Let’s Go
Crazy’ is copyrighted, and Universal does not concede that the posting is a fair use. Under
Rossi, there must be a showing of a knowing misrepresentation on the part of the copyright
owner.” See, Lenz v. Universal Music Corp., 2008 WL 962102 at 3 (N.D.Cal. 2008).
Additionally, Matthew Schonauer suggests that other courts have followed Rossi, but he also
goes on to state that, “[t]he case law history regarding the application of § 512(f) by end users
seeking protection from abusive, erroneous, or disruptive DMCA notices therefore
demonstrates that the issue is far from settled in most circuits, having only appeared at issue
before the judiciary in the Second, Seventh, Ninth, and Tenth Circuits. It also suggests that
the precise requirements for a finding of liability under § 512(f) may have a shaky
foundation.” See Matthew Schonauer, Note, Let the Babies Dance: Strengthening Fair Use
and Stifling Abuse in DMCA Notice and Takedown Procedures, 71/S: J.L. & POL’Y FOR INFO.
Soc’y 135, 151 (Winter 2011).

150 See, e. 8., Mareasa M. Fortunato, Note, Let’s Not Go Crazy: Why Lenz v. Universal Music
Corp. Undermines the Notice and Takedown Process of the Digital Millennium Copyright Act,
17 J.INTELL. PrOP. L. 147 (Fall 2009); Joseph M. Miller, Note, Fair Use Through the Lenz of
§ 512(C) of the DMCA: A Preemptive Defense to a Premature Remedy?, 95 IowA L. REV.
1697 (July 2010); Schonauer, supra note 149; Benjamin Wilson, Comment, Notice,
Takedown, and the Good-Faith Standard: How to Protect Internet Users from Bad-faith
Removal of Web Content, 29 St. Louis U. PuB. L. REv. 613, 629 (2010).

! Lenz, 572 F.Supp.2d at 1152.

152 g
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filed a counter-notice, asserting that her video was a fair use of the song.
YouTube reposted the video approximately six weeks after receiving her
counter-notice.'®> Lenz subsequently filed suit against Universal, claiming
that its takedown notice violated the DMCA. Her complaint alleged that
Universal could not have had a good faith belief that her video was a
copyrlisg‘tht infringement because she had made a legitimate fair use of the
song.

The precise issue the Lenz court considered was whether § 512(c)
“requires a copyright owner to consider the fair use doctrine in formulating a
good faith belief” that a secondary use of the copyrighted material was
unlawful.'® Noting that the Copyright Act specifically provides that “the
fair use of a copyrighted work ... is not an infringement of copyright” and is
therefore a lawful use of the protected material, the Lenz court held that:

[T]he fact remains that fair use is a lawful use of a copyright.
Accordingly, in order for a copyright owner to proceed under the
DMCA with “a good faith belief that use of the material in the
manner complained of is not authorized by the copyright owner, its
agent, or the law,” the owner must evaluate whether the material
makes fair use of the copyright.'*®

In support of its ruling, the Lenz court made several statements which
are relevant to the scenario presented in this article regarding political
speech. The court noted, “the unnecessary removal of non-infringing material
causes significant injury to the public where time-sensitive or controversial
subjects are involved and the counter-notification remedy does not
sufficiently address these harms.”'”’ The Lenz court also contemplated cases
in which an alleged infringement was such an obvious fair use that one could
only conclude that the copyright holder was relying upon the DMCA
inappropriately:

One might imagine a case in which an alleged infringer uses
copyrighted material in a manner that unequivocally qualifies as
fair use, and in addition there is evidence that the copyright owner
deliberately has invoked the DMCA not to protect its copyright but
to prevent such use. See, e.g., Online Policy Group v. Diebold,
Inc., 337 F.Supp.2d 1195, 1204-05 (N.D.Cal.2004) (suggesting that

153 Id.

13 1d. at 1153.

135 4. at 1154.

136 1d. (footnotes and citations omitted).
157 1d. at 1156.
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the copyright owner sought to use the DMCA “as a sword to
suppress publication of embarrassing content rather than as a shield
to protect its intellectual property.”).'®

The situation described in this article clearly fits within the type of case
the Lenz court imagined. This article has already made the case that the use
of political debate footage for campaign speech purposes is an unequivocal
fair use. If the use of small portions of copyrighted material for which there
is no secondary market, for purposes of political campaign speech, does not
meet the criteria of fair use, it is hard to imagine what type of use would.'*
The fact that the networks who deny permission to use debate footage have
not once followed up with a subsequent copyright infringement lawsuit
strongly suggests that they are inappropriately relying upon the DMCA to
suppress content rather than protect their copyrights.

Nonetheless, despite the unequivocal fair use of the debate footage,
most commentators who have analyzed Rossi and Lenz conclude that
copyright holders still have broad discretion to issue take-down notices
because of the subjective status of the good faith requirement. For instance,
Hazelwood writes:

As the case law interpreting section 512(f) now stands, there is
virtually no penalty for copyright owners issuing broad and
questionable takedown notices. As long as the copyright holder
has a subjective belief of infringement, no liability will attach to the
copyright holder for the removal of noninfringing material. The
copyright owner must consider fair use only in the “rare case”
where fair use is obvious. Unfortunately, the courts by adopting

'8 Id. at 1155 n.S.

1% As Professor Seltzer stated in her article Free Speech Unmoored in Copyright’s Safe
Harbor: Chilling Effects of the DMCA on the First Amendment, supra note 12, at 355-56,
“[i]f there was ever a clear case of non-infringing fair use — speech protected by the First
amendment — this should have been it: a political candidate, seeking to engage in public
multimedia debate, used video snippets from the television programs on which the issues were
discussed.” See also, Jordan Sundell, Note, Tempting the Sword of Damocles: Reimagining
the Copyright / DMCA Framework in a UGC World, 12 MinN. J. L. Sc1. & TECH. 335, 355-56
(Winter 2011) (“[Clopyright holders often issue takedowns for non-infringing works (i.e.,
speech) which websites as a matter of course will take down until and unless the UGC up-
loader successfully challenges the request. In other contexts, such as newspapers and books,
courts would strike down such a scheme as a violation of the First Amendment. Similarly,
here, because of the almost non-existent burden required of copyright holders before they
demand allegedly infringing content taken down, copyright holders can effectively restrain
First Amendment rights without judicial oversight. And while copyright law is generally
carved out of First Amendment jurisprudence, the sheer volume of inappropriate takedown
requests suggests that the DMCA does a disservice to free speech by letting copyright holders
trample on the First Amendment in the name of copyright.”).
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the subjective standard of knowledge of Rossi, instead of an
objective standard of knowledge as set forth in Online Policy
Group, have made the provisions of section 512(f) virtually
worthless in terms of preventing abuse of the takedown provisions
of the DMCA. In fact, although the DMCA has been in existence
for approximately ten years and there have been thousands of
takedown notices, the decision in Online Policy Group appears to
be the only court decision finding a violation of section 512(f)
against a copyright holder for a knowing material
misrepresentation.'®’

Indeed, even the Lenz court expressed doubt that Stephanie Lenz could show
the requisite lack of subjective good faith upon remand.'®' Thus, the need for
reform is widely recognized - and justified.

B. DMCA Reform

In addition to the issues regarding political speech discussed in this
paper, DMCA take-down abuse is reportedly widespread.'® As an extreme
example, in 2007, Viacom relied upon the DMCA to demand that YouTube
remove over 10,000 unauthorized video clips, some of which Viacom had
uploaded itself.'® More recently, in 2009, Google (which owns YouTube)
acknowledged that more than half of the takedown notices it received under
the DMCA were sent by businesses targeting a competitor, and thirty seven
percent of all notices it received were invalid claims of copyright

160 Hazelwood, Jr., supra note 40, at 325. See also, Rubenstrunk, supra note 40, at 810
(“Given the new challenges posed by the [Lenz] decision, it is unlikely that internet users will
be able to protect themselves against the abuses of overbearing copyright owners and savvy
web surfers.”); Wilson, supra note 150, at 628 (“The scarcity of judgments in favor of Internet
users showed that proving copyright owners’ subjective bad faith is extremely challenging.”).
18! Lenz, 572 F.Supp.2d at 1156 (“Although the Court has considerable doubt that Lenz will
be able to prove that Universal acted with the subjective bad faith required by Rossi, and
following discovery her claims well may be appropriate for summary judgment, Lenz’s
allegations are sufficient at the pleading stage.”).

162 See, e. g., Fred Von Lohman, Unintended Consequences: Twelve Years Under the DMCA,
ELECTRONIC FRONTIER FOUNDATION (Feb. 2010), https://www.eff.org/wp/unintended-
consequences-under-dmca.

163 Sundell, supra note 159, at 346. Sundell also relates that one association, the Science
Fiction Writers of America, sent takedown notices for the removal of material over which it
had no copyright protection. In another example, the Recording Industry of America sent a
takedown notice to a University of Pennsylvania faculty member named Peter Usher who had
uploaded a video showing him singing an original a capella song about gamma rays, simply
because his name resembled that of the more famous singer who goes by the one word name
Usher. Id. at 346-47.
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infringement.'®* Abuses such as this, and the case law which allows it, have
prompted many legal scholars and others to call for change.

Preliminarily, regarding the narrow context of the facts presented in this
article, an affirmative holding that the use of debate footage for political
campaign advocacy is a fair use would negate the possibility that a network
could have even a subjective belief that the use is a copyright
infringement.'®> Such a holding may also give pause to copyright holders in
other contexts and would work toward creating a presumption of fair use, at
least in certain circumstances.'®® However, broader reform to the DMCA
remains necessary to curb abuses such as those described above.'®’

The suggestions for reform vary, but three proposals stand out as
strongest because they add to the obligation of copyright holders and help to
level the current playing field in which copyright holders have the ability to
remove content with virtually no obligation to first prove infringement. The
first proposal would change the standard required from a subjective to
objective one. The second is to amend the notice-and-takedown procedure in
§ 512(c) in two significant ways. A final approach would create an
exception for secondary uses that raise important speech issues and which do
not economically benefit the user. These suggested reforms shift some of the
burden onto the copyright holder to make at least some preliminary showing
of infringement before the material is removed, and thus align the DMCA
more closely with the common law in important respects.

The most common call for reform would amend the DMCA to overturn
Rossi and provide specifically that § 512(c) and § 512(f) require an objective
rather than subjective good faith that the secondary use is a copyright

164 Ted Gibbons, Google Submission Hammers Section 924, NEwW ZEALAND PC WORLD
MAGAZINE, (Mar. 16, 2009), http://pcworld.co.nz/pcworld/pcw.nsf/feature/google-submission-
hammers-section-92a. Google provided this information in a submission made to the New
Zealand Telecommunications Carriers Forum regarding a proposed draft code of practice for
IPSs in New Zealand. Id.

1% Campaigns have standing to sue for invalid takedown notices and “[lJawsuits might help.”
See Fred Von Lohmann, McCain Campaign Feels DMCA Sting, ELECTRONIC FRONTIER
FOUNDATION, (Oct. 14, 2008), https://www.eff.org/deeplinks/2008/10/mccain-campaign-feels-
dmca-sting. On the other hand, in light of the timing of ads such as these, a campaign may not
be likely to file a lawsuit. See Paul Alan Levy, Abusive Copyright Takedowns Aimed at
McCain and Obama Show the Need to Amend the DMCA, CL&P BLOG (Oct. 16, 2008),
http://pubcit.typepad.com/clpblog/2008/10/abusive-copyright.html (“[L]awsuits are a needless
distraction to political campaigns that have more immediate tasks . . .”).

16 Sundell argues that in situations such as that in Lenz, when the secondary user borrows
only a small amount of the copyrighted material, there should be a presumption of fair use
which the copyright holder must overcome to support an infringement claim. See Sundell,
sufra note 159, at 353-57.

17 See supra text accompanying notes 160-61.



66/Vol. XXIIl/Southern Law Journal

infringement.'® This change would require copyright holders to do a more

in-depth analysis of whether the secondary use is lawful because they must
consider the reasonableness of such a conclusion. A move to an objective
good faith standard would undoubtedly solve the issue described in this
article regarding the networks’ inappropriate reliance upon the DMCA
because a claim that this type of use is a copyright infringement is simply
unreasonable. It would also have important broader impact as well — for
instance, the outcome in Lenz would undoubtedly result in favor of the use in
that case.

Significant revisions of the notice and takedown procedure of § 512(c)
are also warranted. First, as the DMCA is currently written, the copyright
holder is not required to contact the party who posted the allegedly infringing
content before issuing a takedown notice.'® Imposing an obligation that the
sender of the takedown notice should first give notice of the complaint to the
user, if possible, before the takedown occurs, would give the user an
immediate opportunity to respond with an effective counter-notice that may
prevent the takedown from happening.'”® Some countries within the
European Union, such as France, provide for a similar process through which
the copyright holder first notifies the secondary user of the claim of
copyright infringement and includes such correspondence in its notification
to the ISP."”" In addition to the benefit of resolving some issues quickly and

168 See, e.g., Hazelwood, supra note 40, at 325 (“Legislative change to amend section 512 is
the proper course ...”); Sundell, supra note 159, at 350 (“To remedy the inadequacies of the
system, Congress should amend the DMCA . . . [to] put some teeth into the requirement that
copyright holders must show a good faith basis for issuing a takedown request”); Miller, supra
note 150, at 1724 (“As the law develops in this area, Congress and the courts should consider
adopting an objective standard of good faith instead of a subjective one, as well as importing
existing copyright and intellectual property remedies to give ‘teeth’ to Lenz’s deterrent
efforts.”); Schonauer, supra note 149, at 161 (“My proposal envisions a twofold improvement
of the DMCA: (1) courts should construe the knowing misrepresentation language as a
‘known or should have known’ standard in § 512(f) actions, similar to the standard adopted in
Diebold . . .”).

169 Levy, supra note 165.

' Id. See also, Letter from Paul Alan Levy and Joan Claybrook on behalf of Citizen.org to
Senator John McCain and Senator Barack Obama (Oct. 16, 2008),
http://www.citizen.org/documents/DMCALetter.pdf.

" Thibault Verbiest, Gerald Spindler, Giovanni Maria Riccio, and Aurelie Van de Perre,
Study on the Liability of Internet Intermediaries (Nov. 12, 2007), at 46,
http://ec.europa.eu/internal_market/e-commerce/docs/study/liability/final_report_en.pdf.
Although the procedure in France is optional, it is still worth examining. If the copyright
holder follows the suggested process, the ISP is then presumed to know that a violation exists
and, presumably, has no further obligation to review the claim itself. The notification is to
include “a copy of the correspondence addressed to the author or producer of the disputed
information or activities requesting them to be stopped, removed or amended, or proof that the
author or producer could not be contacted.” /d. Interestingly, some EU member-states place
even more formal notification requirements upon the copyright holders before the ISP is
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privately, a statement of its attempt to contact the user would also help a
copyright holder justify its required good faith belief that the material
actually infringes upon the copyright.

Second, the ten to fourteen day waiting period currently imposed upon
ISPs before they are obligated to return the content should be removed.'”” If
the ISP notifies the user that the copyright holder believes the use infringes,
and the copyright holder is informed of such notice, then the burden should
be upon the copyright holder to enforce its copyright protection if the user
fails to comply by taking the material down. This approach aligns the
DMCA more closely with the process for copyright protection in non-digital
circumstances.

A third revision would expand the requirements of the takedown notice
provision to require copyright holders not only to state that they have a good
faith belief that the secondary use is infringing, but also to affirmatively
justify this belief by providing the steps taken to reach it.

The copyright owner should be required to describe the steps it
took and persuade the court of its good faith by a preponderance of

- the evidence. This is not a proposal for a reasonable investigation,
only that the copyright owner need come forward with evidence
sufficient to form a good-faith belief. For legitimate complaints
and honest mistakes, this will be easy to do and will not chill the
rights of copyright owners; they should already have such
information from their initial review of the website, as the DMCA
requires.'”

Some countries within the European Union have taken this approach.
For instance, the French notification procedure requires the copyright holder
to include, among other relevant material, “the reasons for which the content
must be removed, including an indication of the legal provisions and
justification of the facts.”'"

presumed to know of the allegedly infringing content. According to the Study, some ISPs
have refused to respond to an “unofficial” takedown notice. For instance, Spanish law
“establishes that the service provider shall be understood to be genuinely aware when ‘a
competent body has declared the data to be illegal, has ordered its removal or that access to the
data be blocked’ . . .“ The “’competent body’ can be a court or an administrative authority. . .
.” Id at 42. Similarly, Italian law “requires providers to act expeditiously (to remove or to
disable access to the information) only upon notice from the relevant authorities.” /d. at 44.

'"2 See Letter from Levy and Claybrook, supra note 170; Levy, Abusive Copyright Takedowns,
su}pra note 165.

173 Wilson, supra note 150, at 632.

'" Verbiest, Spindler et al., supra note 171, at 45-46. In addition to changing the language of
§ 512(c), many scholars advocate for the increased availability of attorneys fees in cases in
which copyright holders have violated § 512. See, e.g., Levy, supra note 165 (“Statutory
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Finally, in addition to amending § 512(c) in significant ways, an
alternative approach would take into account the importance of the speech in
question. Certainly regarding matters of national significance such as
political speech, a strong argument can be made that the DMCA take-down
provisions simply should not apply, especially when the material is not used
for commercial gain.'”” A related option would be to amend the DMCA to
provide for expedited review procedures in situations in which important
speech is involved.'’® For instance, the statute could be revised to provide
for immediate hearing and/or counter-notice provisions when speech of
national importance is at issue. As suggested previously, such a review
would still give the copyright holder the opportunity to immediately file for a
preliminary injunction in the event that the material truly infringes.

Many commentators have suggested that resolving the issue of DMCA
take-down abuses could be done, at least in part, by increasing the obligation
of ISPs to monitor more closely their platforms for material that infringes
upon copyright protection.'”’” For instance, Sundell maintains:

While copyright law and the DMCA treat individual users too
harshly, they fail to treat OSPs strongly enough. The DMCA
exemplifies the phrase “ignorance is bliss” since OSPs need not act
unless they know of a violation. If the OSP does not investigate, it
will not discover any violations and, therefore, will not have to take
action. Additionally, a plaintiff’s burden of proof for showing an

damage should be available whenever a takedown notice is determined to have been applied to
noninfringing material. . . . [T]he degree of good faith of the sender of the takedown notice
should affect the amount of the statutory damages, but not their availability.”); Miller, supra
note 150, at 1728; Schonauer, supra note 149, at 161 (“a statutorily imposed mandatory
attorney’s fees and costs provision should make available financial assistance to those who
vindicate fair use rights.”); In a similar vein, others have asked for a form of “public shaming”
by requiring the senders of takedown notices to post their notices on a public database. See
Letter from Levy and Claybrook, supra note 170; Levy, Abusive Copyright Takedowns, supra
note 165.

'3 Sundell, supra note 159, at 350-51. Sundell suggests granting immunity “to users who
copy an entire work that is an important cultural moment or interaction and reproduce it with
no attempt to profit or reduce the value of the work.” Similarly, Hazelwood suggests that §
512 “should be changed so that the automatic right of takedown only applies to instances
where all or substantially all of the copyrighted material is being used and the alleged
infringing use competes with the original. The right of takedown without court approval is an
extraordinary right and it should only be granted for the extraordinary circumstances, such as
diogital privacy.” Hazelwood, supra note 40, at 331-32 (emphasis added).

'8 For instance, Hungarian law allows the user to file a counter-notice within eight days of
receiving a takedown notice, after which the ISP must expeditiously replace the material. See
Verbiest, Spindler et al., supra note 171, at 107-08.

177 The DMCA changes suggested above, which require additional information to be included
in takedown notices, will necessarily place additional burdens on the ISP to be sure the
takedown notice complies with the new requirements.
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OSP’s knowledge is significant. In concert, a copyright holder’s
high burden of proof and OSPs’ studious ignorance effectively
insulate OSPs from liability.'’®

While an interesting and seemingly logical approach, decreasing ISP
immunity is likely to result in more instances in which content is removed
rather than less and thus have a continued chilling effect on speech. ISPs
have immunity now and yet abuses prevail.'”” Increasing ISP liability is not
likely to change that. Indeed, the recent controversy over the Stop Online
Piracy Act (SOPA) reveals the inherent challenges associated with changing
the balance of ISP immunity."*® Moreover, it is not the ISPs who initiate
invalid takedowns; it is copyright holders who do so. As such, the
appropriate place for reform to begin is with them.'®!

Finally, it is important to point out that many observers believe that ISPs
such as YouTube should engage in more self-policing of their sites.'®> ISP

178 Sundell, supra note 159, at 360-61. See also, Doug Lichtman and Eric Posner, Holding
Internet Service Providers Accountable, John M. Olin Law & Economics Working Paper No.
217, 5, University of Chicago Law School, July, 2004 (“Our point is simply that, faced with
the growing problem of cyber-insecurity, ISPs should be called into the service of the law. . . .
Service providers control the gateway through which Internet pests enter and reenter the
system. As such, service providers can help to stop these pests before they spread and to
identify the individuals who originate them in the first plece. ISPs should be required by law
to engage in these precautions.”); Ryan Radia, Why SOPA Threatens the DMCA Safe Harbor,
TECHLIBERATION.COM (Nov. 18, 2011), http://techliberation.com/2011/11/18/why-sopa-
threatens-the-dmca-safe-harbor/ (“Critics . . . allege that the safe harbor has been construed so
broadly that it shields service providers that are deliverably indifferent to their users’
infringing activities, however rampant they may be.”).

' See supra text accompanying notes 162-64.

180 Certain sections of SOPA are subject to interpretation and, according to Radia,
“enormously troubling.” Radia, supra note 178. For instance, the language which defines a
“foreign infringing website” does not contain any requirement that the operator have any
knowledge of possibly infringing content to face possible criminal liability for its existence.
The proposed Act allows for civil forfeiture in some circumstances “simply because the outlet
has been used in some unlawful manner” presumably by others. Id. Also, SOPA provides for
a different type of notice-and-takedown provision in which copyright holders who believe
infringing content has been posted on a particular ISP are allowed “to attach entire websites by
cutting off their access to payment and ad networks.” Id. Because of the possibilities of being
cut-off from payment due to application of other portions of SOPA, the fear is that “website
operators will likely do everything they can to avoid falling under SOPA’s definitions — even
if that means going above and beyond the requirements of the DMCA safe harbor.” Id. In
other words, more content comes down so that YouTube can avoid the possibility of liability.
'8! See Von Lohmann, supra note 165 (“Let’s start by identifying the real villains here: the
major news media outlets. They are the ones censoring these political ads, based on the use of
a few seconds of their footage. . . . So let’s start by shaming the bad guys here.”).

182 See supra text accompanying note 11. Self-policing is also one approach taken in several
EU countries. Many European nations belong to associations which adhere to particular self-
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self-policing is not without precedent. In at least one circumstance, YouTube
voluntarily completed a fair use analysis and reposted the content before the
counter notice expiration date.'”® The Electronic Frontier Foundation urges
this approach (as well as others), suggesting that ISPs have “no need to
follow the DMCA safe harbor procedures if the disputed content is a clear
fair use and, as a result, there’s no risk of liability.”'** Also, given Google’s
statement in New Zealand,'®® YouTube obviously does indeed closely
monitor and assess the material on its site, which indicates that a review of at
least some important content is plausible, contrary to its assertions elsewhere
that legal review in certain circumstances “is not a viable option.”'®
Nonetheless, incidents of self-policing are clearly the exception rather than
the rule. YouTube specifically declined to conduct a fair use analysis when
requested to do so by the McCain campaign. One instance since then does
not indicate a change of heart.'”’

VI. CONCLUSION

The use of political debate footage in campaign advertising is
unequivocally a fair use. A judicial holding to that effect would help
encourage important political speech in at least two ways. First, it would
establish a solid precedent upon which campaigns and network news
organizations can rely in future election cycles. Second, it would help to
effect a necessary change in application of the DMCA. The law as it is
currently interpreted unnecessarily assumes copyright infringement, despite
the implications on political speech. Rather than erring on the side of
allowing important speech, the law restricts it without a valid showing of
proof that the speech is entitled to be restricted.

IPTV general manager Peter Morrill suggested that restricting the use of
debate footage is in the “public good” to avoid a possible chilling effect on
participation in future debates.'®® This may be true to some degree (although

regulatory codes of conduct which “a provider uses in order to handle complaints about illicit
content or access to illicit websites.” See Verbiest, Spindler et al., supra note 171, at 110-13.
'8 Ben Sheffner, YouTube Restores National Organization for Marriage Video Early, Citing
Fair Use, COPYRIGHTS & CAMPAIGNS BLOG (May 7, 2009),
http://copyrightsandcampaigns.blogspot.com/2009/05/youtube-restores-national-
organization.html.

'8 Tim Jones, YouTube Restores a Fair Use, ELECTRONIC FRONTIER FOUNDATION (May 7,
2009), https://'www.eff.org/deeplinks/2009/05/youtube-restores.

185 See Gibbons, supra note 164,

18 See Stirland, supra note 12.

"7 An affirmative holding that the use of debate footage for political campaign advocacy is a
fair use would certainly give ISPs such as YouTube a stronger basis upon which to ignore
takedown notices, despite their current reluctance to do so.

188 See Grey, supra note 20.
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not all agree)."®® Some candidates, especially at the local level, may refuse to
participate in a public debate to protect and control their public images,
which could impact on the public’s right to hear the candidates speak and
inhibit the use of this particular avenue for political speech. However, even
assuming that some candidates will opt out of publicly televised debates, a
ruling against fair use could have a far more dire outcome — a chilling effect
on political speech itself. As the Open Debate Coalition argued, the
networks’ attempt to exercise “control over political speech is inconsistent
with our democracy.”"®® First Amendment scholar Wendy Seltzer makes a
strong argument regarding the DMCA’s chilling effect on speech:

Writing for the Court in Citizens United, Justice Kennedy
concluded that the election laws — which restricted the financing of
speech, and thus the opportunity to speak — functioned ‘as the
equivalent of prior restraint’ on speech.

The same reasoning should apply to the barriers that copyright
secondary liability and the DMCA pose to speakers. These barriers
function as a prior restraint by inducing the necessary service
provider to take down speech before, and often in the absence of, a
judicial determination of its infringing nature.'®'

The Center for Democracy and Technology also suggests that this
chilling effect may be deeper than the simple removal of content.

[IInappropriate takedown notices can chill campaign speech in
ways that go beyond the removal of a particular video. The DMCA
contains a prerequisite to the safe harbor that requires content hosts
to have ‘adopted and reasonably implemented ... a policy that
provides for the termination in appropriate circumstances of ...
repeat infringers.” Many sites meet this requirement by canceling
user accounts after a specified number of DMCA takedown notices
are received regarding that account. Such policies are of particular
concern for campaigns because they are ‘serial fair users’ whose
videos regularly include short footage from news broadcasts.

' Then-Senator Obama wrote in a letter to Democratic National Committee Chair Howard
Dean in support of the Open Debate Coalition’s movement: “We have incentive enough to
debate.” Lessig, Obama on “Open Debates,” supra note 4. See also, Lessig, A Call on the
RNC, supra note 3.

10 | essig, Free Debates, supra note 2 (emphasis added).

19" Seltzer, supra note 12, at 175 (“In the wake of Citizens United, why can copyright law
remove political videos from public reach when campaign finance law must not?” (referring to
Citizens United v. Fed. Election Comm’n, 130 S.Ct. 876 (2010)).
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Several of the campaign staff we interviewed for this report
expressed this as the nightmare scenario: a campaign gets three
spurious takedowns for videos on its YouTube account, causing the
entire account to be shut down. This could be devastating to any
campaign that had invested considerable resources in developing an
online presence.

This fear, several of the campaign professionals told us, can have a
chilling effect on the creation of ads that incorporate broadcast
footage. Particularly if a campaign has already been targeted by a
takedown notice — however unwarranted — it may shy away from
making additional ads that could elicit additional notices. In short,
takedown demands that ignore fair use can have an impact not just
on the specific ads the notices target, but on the content of a
campaign’s future ads as well.'*?

In the heated last weeks of an election, this chilling effect may be even
more pronounced because the damage is irreparable.'” Thus, the law should
be changed to uphold the fundamental principal that political speech is
necessary to the proper operation of democracy.

192 Campaign Takedown Troubles, supra note 10, at 17.

'3 Id. at 16 (“[A]10-business-day wait to get a video put back online makes filing a counter-
notice even less worth the effort given the fast pace of political campaigns. In a political
campaign, 10 business days can be a lifetime, and the removal of important and timely non-
infringing campaign videos for such a period can reduce their effectiveness and potentially
impact an election. In other words, the damage is often done by the time a video can be put
back online.”).
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