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As technology evolves, it has slowly become more integrated into our 
everyday lives, with some devices even becoming a physical part of 
us. A brain-computer interface (BCI) seeks to bridge the gap between 
man and machine by creating an artificial link between the two. BCI’s 
cover a wide range of applications, from reading brainwaves to help 
those with paralysis speak, sending electrical impulses into the brain 
to treat diseases like Parkinson’s, to the Neuralink created by Elon 
Musk to connect our brains to our smartphones. With new machine 
learning models, it may be possible to collect data transmitted by 
these devices and reproduce it, which could have disastrous 
consequences if that information is used for device authentication [1, 
2, 3]. 

INTRODUCTION

EEG
The electroencephalogram (EEG) uses electrodes placed on specific 
locations on the cranium to pick up trace amounts of electrical 
activity. This activity falls into two categories - neural electrical activity 
called brain waves, and non-brain electrical activity called artifacts. 
For our project, we focused primarily on three of these present on the 
EEG:

● Alpha brain waves: shorter frequency, larger amplitude
● Beta brain waves: longer frequency, lower amplitude
● Eye blink artifacts: increases in potential from movement of 

eyeball during blinking
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Methods

EEG Recording for “B”

Conclusion

Data

We used a 4 channel EEG headband purchased from OpenBCI for 
data collection. OpenBCI is a company that provides open source 
biosensing software that is used to operate the EEG and collect 
attributed data. It also automatically cleans the data, filtering out most 
of the interference from several sources - including electrical activity of 
facial muscles, slight head movement, and ambient electromagnetic 
radiation. 

The first step after data collection was to trim the data and visualize it. 
In order to do so, we analyzed the data using Python to figure out the 
intervals in which the EEG picked up on when the test subject was 
blinking at varied speeds. The plots display the voltage readings from 
the four different channels over the time in which the samples were 
taken for each test subject. 

EEG Electrode Data

We have shown that biometric devices such as EEG’s and other 
implantable sensors such as Brain Computer Interfaces (BCI) are 
prime candidates for biometric authentication. These devices are 
able to measure passwords relayed by the individual both through 
electrical and mechanical movement, and are consistent enough in 
order to reliably send an encoded password to a device for 
authentication.

Artifacts occur because of the movement and activities of the 
subject, so outlier handling and methods to ignore irrelevant data 
are necessary, as these artifacts occur even in more controlled 
environments.

Future Work

OpenBCI

Electrode Map
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EEG data is provided as a stream of biometric information, and 
common practices to interpret temporal data such as Recurrent 
Neural Networks also show promise in this line. Basic assumptions 
can be made about the format of the data, but an RNN can be used 
to learn the patterns of the individual and extract meaningful 
information from such streams of data from devices.

● 4 electrodes, one stream of data per electrode
● Each stream reports the voltage for the respective 

electrode
● Amplitude of waves represent change in voltage
● “Events” are characterized by larger spikes in the graph
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