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Background

Recently, cloud database storage has become an inexpensive and Database Sizes (MiB) ICDBs are much larger than their standard database counterparts,
convenient option to store information; however, this relatively new area 2048
. . . . by a factor of at least 2
of service can be vulnerable to security breaches [1]. Storing data Iin a | | | | |
foreign location requires the owner to relinquish control of their o1z Ditferent implementations (AES, Hashing, RSA) offer unique
information. This opens the possibility for internal, malicious attacks 128 approaches for an ICDB solution
that can involve the manipulation, omission, or addition of data [2]. - AES used the least memory, while RSA used the most
| Our research tests_. a potential solution for retaining datz_;l as It was . AES converted in seconds, while RSA can take hours
Intended to be stored in these cloud databases: by converting the _ _ _
original databases to Integrity Coded Databases (ICDB) [3]. ICDBs 5 AES queried the fastest, while RSA queried the slowest
utilize Integrity Codes (IC): cryptographic codes created for the data by - — . Queries can take 1.2 — 5.0 times as long to execute, depending on
3 p”\t/)ate key that Odnly the data ownder has aCCEZS t|0- Whgr;]tr;le o | the complexity of the query and the size of each integrity code
atabase is queried, an integrity code is returned along with the querie World Sakila Employees _ _ L
Information. The owner Is able to verify that the information is correct mDB mAES mHashing mRSA ICDBs are able to verify against data forgery, data substitution, and
and fresh [3]. Consequently, ICDBs also incur performance and . . —— . . old data attacks
: Figure 1. Database size relationships between 3 databases converted with AES, Hashing,
R | penaltle_s. In our research, we e_xplore, t_ESL _and benchmark and RSA. This chart uses a logarithmic base 2 scale, measured in Mibibytes.
ICDBs to determine the costs and benefits of maintaining an ICDB :
versus a standard database. Database Conversion Time (s) Conclusion
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10004 1954-05-01  Chirstian Koblick - . — s cost, quick conversion time, and great query efficiency
World Sakila Employees : :
= AES = Hashing m RSA PIOY ICDB Slize Conversion |
O bJ eCtIVES g Scheme Increase Speed These data points show the

Figure 2. Database avg. conversion time relationships between 3 databases converted with Increase In memory cost and

AES, Hashing, and RSA. This chart uses a logarithmic base 10 scale, measured in seconds.

RSA 23X 1 KiB/sS  conversion speed of the 3
different ICDB

Implement an Integrity Coded Database (ICDB) Hashing X 250 KIB/s 1 hiementations
Verify that the data owner is able to detect malicious changes SELECT * Efficiency AES 2.9X 25 MiB/s
6
Test the performance of an ICDB - 486
4.46
Compare the performance to a standard database P Reference S
3 2.60 . : : : o
2 02 [1] Lou, Wenjing, Cong Wang, Qian Wang, and Kui Ren. Ensuring Data Storage Security in Cloud
2 1.74 117 122 1.55 Computing. lllinois Institute of Technology, n.d. Web. <https://eprint.iacr.org/2009/081.pdf>.
P roced u re 1 ' ' [2] Angeles, Sara. "Cloud vs. Data Center: What's the Difference?" Business News Daily. N.p., 26 Aug.
. . 2013. Web. <nhttp://www.businessnewsdaily.com/4982-cloud-vs-data-center.ntm|>.
0 [3] Yeh, Jyh-haw. Integrity Coded Database (ICDB) - Protecting Data Freshness and Correctness for
- - - - World Sakila Employees Outsourced Databases in Clouds. Boise State University, n.d. Web. June-July 2015.
Implementatlon Conversion TeStmg AnaIySIS EAES = Hashing E RSA [4] MySQL. MySQL Help Tables Documentation. MySQL Documentation: Other MySQL Documentation.
Vers. 5.5 - 5.7. Oracle, n.d. Web. <http://dev.mysqgl.com/doc/index-other.html|>.
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guery execution on a standard database.
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